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3

2 Methodology for cooperative conflict interaction
modeling of security system agents

Abstract

This Section is deal with the methodology for Cooperative Conflict Interaction Modeling of 
Security System Agents.

The Concept of their integration with social engineering methods, taking into account the 
hybridity and synergy of modern targeted cyber-attacks, is proposed. The proposed Concept pro-
vides the basis for the formation of security systems in the post-quantum period and provides  
a fundamentally new approach to the objectivity of assessing cyber threats. In addition, not only the 
signs of threats such as synergy and hybridity are taken into account, but also the integration and 
globalization of technologies, as well as the form of ownership, which can technically and materially 
affect the final elements of the socio-cyber-physical systems infrastructure.

As a case the model for the implementation of a terrorist act and the degree of security of the 
cyber system of a critical infrastructure object was developed.

This approach not only increases the level of security, but also forms an objective approach to 
use of post-quantum security mechanisms based on the proposed Lotka-Volterra models. A me-
thod for assessing the security of cyber-physical systems based on the Lotka-Volterra model was  
developed. As a demonstration of method the security model for cyber-physical systems based 
on the «predator-prey» model, taking into account the relationship between «prey species» and 
«predator species» was realized. Also development of a method for assessing the security of cy-
ber-physical systems. The set of proposed models allows to design the method of assessing the 
level of security of critical infrastructure facilities was developed. The practical implementation of 
this method was used as a method for assessing forecast of social impact in regional communities.

KEYWORDS

Multi-loop security systems, targeted cyber-attacks, post-quantum security mechanisms, Lotka- 
Volterra model, cyber-physical systems, critical infrastructure, social impact, regional communities.

The development of the social aspect of the world community is closely related to the expan-
sion of the range of digital services in cyberspace, in which social networks occupy a special place. 
The leading states of the world conduct information operations in this environment to achieve geo-
political goals. Such processes are reflected in real social and political life. This allows to influence  
not only the social groups of society, but also to ensure manipulation in political «games», in the 
conduct of hybrid wars. The section proposes a threat model that takes into account possible syner-
gistic/emergent features of complexing modern targeted threats and their hybridity. The concept  
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of assessing the level of protection of critical infrastructure objects (CIO) has been developed, 
which allows creating a unified database of threats, assessing the signs of their synergy and hy-
bridity, identifying critical points in the CIO infrastructure, determining the level of compliance with 
regulators’ requirements, and the state of the protection system. The mathematical apparatus 
and many models underlying the concept can be used for all CIOs, which make it possible to unify 
preventive measures and increase the level of safety.

Security models of cyber-physical systems based on the Lotka-Volterra «predator-prey» model 
are proposed, namely, taking into account the computational capabilities and the direction of tar-
geted cyberattacks, the possible competition of attackers in relation to the «prey», and also the 
relationship between «types of prey» and «types of predator». The proposed method for evaluating 
the security of cyber-physical systems is based on the developed threat classifier, allows to assess 
the current level of security and dynamically generate recommendations regarding the distribution 
of limited protection resources based on an expert assessment of known threats. This approach 
makes it possible to carry out dynamic modeling in offline mode, which allows, based on threat 
analysis, to timely determine the capabilities of intruders and form preventive protection measures.

The formation of socio-cyber-physical systems is based on the integration of digital mobile, 
wireless technologies with classical Internet technologies, social networks and Internet things. This 
approach allows the formation of smart cities based on the hybridity of smart technologies with 
mesh networks, which allows the integration of technologies among themselves and the erasing 
of the boundaries of their use, on the one hand. On the other hand, it forms a vector of cyber 
threats and targeted attacks based on the hybridity and synergy of modern threats. The concept 
of security of socio-cyber-physical systems is proposed, which takes into account the integration 
of technologies, security systems of individual components of a smart city and the integration of 
cyber threats into security components.

To ensure security in such systems, it is proposed to use post-quantum cryptography algo-
rithms on crypto-code structures to provide security services. The proposed mechanisms provide 
a level of stability (230–235 group operations), the crypto-transformation speed is comparable to 
the speed of block-symmetric encryption and reliability (Perr 10–9–10–12), while taking into account 
the level of secrecy of the information itself, which makes it possible to effectively use various 
coding mechanisms.

2.1 The concept of modeling the structure and functioning of the security 
system of critical infrastructure facilities

Critical infrastructure (CI) supports the basic services necessary for the functioning of a com-
plex modern society. Serious disruptions in the provision of services such as transport and energy 
can leave large populations vulnerable to shortages of food, electricity and fuel, and other ba-
sic necessities. Dependence on timely automated supply chains can also exacerbate the impact.  
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Major natural disasters are good examples of how the destruction or degradation of such services 
affects populations. Large-scale disruption to these services can be triggered by cyberattacks aimed 
at undermining confidence in the state and designed to deplete emergency services, medical and 
police services. CIs provide the foundation for the national economy, security, and health care. In [1], 
on the basis of intelligence data, the main results in the field of cyber terrorism focused on critical 
infrastructure facilities are presented (Table 2.1). However, the limitation of this work is only a de-
scription of the current state of cyber terrorism in the absence of recommendations on adequate 
countermeasures and measures to create a security system for critical infrastructure facilities.

 Table 2.1 Aspects of Critical Infrastructure Cyberterrorism

Key  
results

Emerging Trends Indicate Terrorists Expanding Cyberattack Opportunities

The potential for economic damage, the individually initiated and anonymous nature of cyberat-
tacks are well aligned with the ideological beliefs, strategic goals and tactics of many terrorists

The growing reliance of businesses and other businesses on cyber technology, including inter-
connected networks and remote access, creates new and growing vulnerabilities that will be 
exploited by tech-savvy terrorists

The proliferation of cyber technology and expertise, and the general availability of online hacking 
tools and «hackers for hire» offer terrorists incentives to adopt cyberattack strategies

Future 
strategies

Cyberattacks will become more attractive as companies’ dependence on cyber technology grows, 
terrorists improve their cyberattack capabilities by keeping up with new technologies and over-
coming countermeasures

The availability of cyber technology and expertise such as online hacking tools and hired hackers 
provide resources to empower their own cyberattack capabilities

The emerging trend to post hacker-related content on their websites indicates their intention to 
develop more robust cyber strategies in the near future

Possible 
targets

Potential targets are likely to expand to include a wider range of organizations. and critical infra-
structure that terrorists associate with symbols of power

The international nature of cyberattacks means that many more attackers will be able to attack 
more remote targets (global communication makes the distance between the cyberattacker and 
the target irrelevant)

Possible 
indicators

An increase in the number of statements calling for the use of cyberattack methods

An increase in the number of messages published on sites about the committed cyberattacks

Suspicious cyberattacks or increased frequency, creativity, or seriousness versus traditional targets

Evidence that terrorists are recruiting or seeking services from persons with cyber capabilities

It can be assumed that systems for managing critical infrastructure facilities are the most 
attractive targets for cyberattacks. Therefore, many works are devoted to the description of  
the structure, operation and safety of control systems, such as supervisory control and data ac-
quisition (SCADA) systems, distributed control systems (DCS) and other configurations of control 
systems, such as programmable logic controllers (PLC) [2–6].



Modeling of security systems for critical infrastructure facilities

6

Based on the analysis [1, 7–14], the following definitions were introduced:
– Critical Infrastructure Facilities Systems (CIFS) – a set of automated control systems (dis-

patching) that ensure the interaction of information and communication networks (ICS) CIF,  
destruction/failure to operate significantly affects the level of information and/or cybersecurity  
of the state.

– CIF information resources (IR) – information resources circulating in ICS CIF, modification 
and/or destruction of which can lead to partial or complete destruction of CIF.

– Confidentiality – protection of CIF IR from passive attacks.
– Confidentiality of the CIF system – a property of the information security system (ISS) of the 

CIF, which ensures security during transmission.
– Integrity – protection of the CIF IR during storage and/or modification of the IR CIF only by 

an authorized user (process).
– The integrity of the CIF system – a property of the CIF ISS, which ensures safety during 

storage, and/or modification of the CIF IR only by an authorized user (process).
– Availability – an access to the CIF IR of an authorized user.
– The accessibility of the CIF system – a property of the information security system that 

provides access to the IR without restrictions in accordance with the established security model.
– Authenticity – confirmation of the authenticity of the IR CIF. The authenticity of the CIF 

system is a property of the information security system, which ensures the authenticity of the 
information source.

– The continuity of the business processes of the CIF system is a property of the information 
security system, which ensures the formation of a security loop for the business processes of the 
CIF, which makes it possible to resist blocking the main functions or the destruction of the CIF.

– Security of CIF IR – the state of security of the CIF, which provides security services.
– Threats of CIF RI – a set of technogenic and anthropogenic threats, the integration of which 

can lead to a synergistic effect, which significantly increases the risks of the implementation of 
threats to the elements of the CIF.

Threats to information are expressed in violation of its availability, integrity, authenticity and 
confidentiality.

Fig. 2.1 shows a structural diagram of a synergistic threat model for the elements of the 
infrastructure of the CIF.

The presented threat model, using the principles of universality, makes it possible to take 
into account not only possible synergetic/emergent features of the integration of modern target 
threats into security components, but also their hybridity. This approach makes it possible to form 
a single (unified) base for classifying threats on the CIF, taking into account their categorization, 
goals and possible damage, which greatly simplifies the understanding of potential terrorist attacks 
on the elements of the CIF infrastructure.

For the formation of a general classifier of threats to the elements of the infrastructure 
of the OCI it is proposed in Fig. 2.2, 2.3, the procedure for forming a classifier is divided into  
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two stages. At the first stage, based on the experts’ assessment of the threats and their impact 
on the security services of the information security information system, a single base of threat 
vectors is formed, which can be implemented by attackers at various control systems.

At the second stage, on the basis of the proposed expressions, the probabilities of the im-
plementation of threats, the possibility of their synergistic and/or hybrid impact on infrastructure 
elements are calculated. In this case, the synergistic effect is understood as the impact of threats 
on one of the security components: cybersecurity (CS), information security (IS) or information 
security (SI). This approach makes it possible to significantly simplify the classification of threats 
and/or terrorist acts, to form dependencies between threats and security services, to define 
hybrid threats, by which it is proposed to understand the aggregation of the impact on one of the 
security services in all security components. The classifier consists of 6 platforms.

The first platform defines the level of criticality of the implementation of a threat (terrorist at-
tack) as critical, high, medium, low, very low. The second platform is a composite of security: CS, IS, SI. 
The third platform determines the focus of the threat on one of the security services, which allows 
assessing the possibility of a synergistic effect of threats on elements of critical infrastructure.

 Fig. 2.1 Structural diagram of a synergistic threat model for infrastructure  
elements of critical infrastructure facilities
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 Fig. 2.2 The structure of the classifier of threats (expert assessment)
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The fourth platform defines the purpose of the terrorist attack – complete destruction of 
CIF (01), destruction of individual CIF elements (02), complete blocking of CIF functionality (03), 
partial blocking of functionality (04).

The fifth platform allows to determine the level of impact of the threat (terrorist attack) on 
the elements of the CIF infrastructure. Offered: technical channel layer (H0), ISO/OSI physical  
layer (H1), data link layer (H2), network layer (H3), transport layer (H4), application layer (H5), 
physical protection level of CPS CIF elements (H6), level of possible embedded devices (H7).

The sixth platform defines membership in the CIF category. For further research, it is pro-
posed, in accordance with [15], to consider the following categories:

– fuel and energy complex (01);
– transport (02);
– life support networks (03);
– telecommunications and communication networks (04);
– banking and financial sector (05);
– public administration and law enforcement agencies (06);
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– security and defense complex (07);
– chemical industry (08);
– emergency services and civil protection (09);
– food industry and agro-industrial complex (10).

 Fig. 2.3 The structure of the threat classifier (automatic calculations)
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STEP 6. DETERMINING THE ECONOMIC COSTS OF ATTACK PREVENTION
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To verify the assessment of experts, let’s use the approach proposed in [1, 2, 9]. When con-
ducting an expert assessment for the objectivity of the judgments of experts, let’s use the weight 
coefficients of the competence of experts (kk) presented in Table 2.2.

The total assessment of the i-th threat is determined by the number of experts according  
to the expression:

x
x k

Ki

k k
k

K

=
×

=
∑

1 , (2.1)

where xk is assessment of the k-th expert in the flow of the i-th threat; kk is the level of the  
expert’s competence; K is the number of experts.
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 Table 2.2 Expertise weighting factor

No. of salary Qualification of experts Weight coefficient value (kk)

1 International expert in the field of IS, CS, SI 1.0
2 National expert in the field of IS, CS, SI 0.95

3 Certified international specialist in the field of IS, CS, SI 0.9
4 Full Doctor of Science in IS, CS, SI 0.9

5 Director of security 0.85
6 Doctor of Philosophy in IS, CS, SI 0.8

7 Security officer 0.7
8 System Administrator 0.6
9 Security Engineer 0.5
10 Postgraduate student in the field of IS, CS, SI 0.4

A measure of the consistency of expert assessments is the variance, which is determined  
by the expression:

σ x k k i
k

K

K
k x x2 2

1

1
= −( )

=
∑  . (2.2)

The statistical probability of the obtained results 1 – αi will be: [ , ], x xi i− +∆ ∆  where the 
quantity xi is distributed according to the normal law centered at xi  and variance σX

2 . Then ∆ 
defined by the expression:

∆ = t Nxσ2 ,  (2.3)

where t is the value according to the Student’s distribution for K–1 degrees of freedom.
This approach makes it possible to form an expert assessment of existing threats for security 

components (IS, CS, SI), to take into account their focus on hacking/terminating the functionality 
of security services. The versatility of the approach lies in the objective assessment of experts’ 
judgments, which makes it possible to use this mathematical apparatus when considering the entire 
spectrum of threats, their possibility of integration, synergy and hybridity.

To form metric (weight) coefficients of threats (Fig. 2.3) and their impact on security services, 
let’s introduce the following designations and offer the following mathematical apparatus:

1. j – security service for CIF. Basic security services:
– C – confidentiality;
– І – integrity;
– A – availability;
– Au – authenticity;
– Aff – involvement (affiliation).
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Thus, a vector of security services is formed in the classifier j C I A Au Aff= { , , , , }.
2. N – the number of threats.
3. K – the number of experts.
4. { }i N

1 – thread number of the i-th threat; { }k K
1 – the number of the expert.

To assess the hybrid and synergistic components of threats, let’s use the following procedure:
Step 1. Threat Relationship Assessment and Security Services:

w
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==

∑∑1

11

,  (2.4)

where w j
CPS CIF

ik  – the value of the coefficient set by the k-th expert for the i-th threat of the  
j-th security service.

Step 2. Formation of coefficients of threats (proposed in [1, 2]):
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where

Pj
CPS CIF

i
A

i
CPS CIF

i
A∈{ }α ; (2.6)

w P
K

P wj
CPS CIF

i
Au

j
CPS CIF

i
Au

j
CPS CIF

i
Au

j
CPS CIF

ik
Au

k

N

=
=

∑1

1

,

where

Pj
CPS CIF

i
Au

i
CPS CIF

i
Au∈{ };α

w P
K

P wj
CPS CIF

i
Aff

j
CPS CIF

i
Aff

j
CPS CIF

i
Aff

j
CPS CIF

ik
Aff

k

N

=
=

∑1

1

,

where

Pj
CPS CIF

i
Aff

i
CPS CIF

i
Aff∈{ }α ,

where w j
CFS CIF

i
C ,  w j

CFS CIF
i
I, w j

CFS CIF
i
A,  w j

CFS CIF
i
Au, w j

CFS CIF
i
Aff  – weight coefficients of security services:  

С, I, A, Au, Aff; αCPS CIF
i
C , αCPS CIF

i
I,  αCPS CIF

i
A, αCPS CIF

i
Au,  αCPS CIF

i
Aff  – weight coefficients of the secu-

rity service: С, I, A, Au, Aff manifestations of the attack of the i-th threat.
Step 4. Determination of the implementation of several threats to the security service:
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∑
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synerg
CFS CIF A

synerg
CFS CIF
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W w
= =
∑ =

1 1
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∑=
=

α

α

CPS CIF
i
A

synerg
CFS CIF Aff

synerg
CFS CIF

i
Aff

i

M
CPS CIFW w

;

1
ii
Aff , (2.7)

where M – the number of threats selected by an expert from { } , .i M Ni
M ≤

When forming the metric coefficients, it is considered that the results obtained refer to inde-
pendent threats, in the case of their dependence (coincidence of the threat tuples), it is necessary 
to use the expression for determining the total probability of dependent events:

P AB P A P B P AB( ) = ( ) + ( ) − ( ). (2.8)

In this case, only tuples of vectors are evaluated that refer to the threats themselves (plat-
forms 1–5). This approach makes it possible, without reference to the categories of critical  
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infrastructure objects, to form a common unified base of threats for all CIFs that can lead to ter-
rorist attacks, their likelihood of implementation and possible damage.

Step 5. Determination of a synergistic threat by security components:

W w w wsynerg
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CPS CIF∑∑
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α .  (2.9)

To determine the total synergistic threat:

W W W Wsynerg
IS CS SI

synerg
IS

synerg
CS

synerg
SI, , .=    (2.10)

To determine the total hybrid threat:

W W WC I A Au Af
CPS CIF

synerg synerg
CFS CIF C

synerg
CFS CI

hybrid , , , , = 

FF I
synerg
CFS CIF A

synerg
CFS CIF Au

synerg
CFS CIF AffW W W   .  (2.11)

Step 6. Minimization of financial costs for preventive protection measures (let’s use the pro-
cedure proposed in [1, 2]).

Thus, the main difference of the proposed approach is the possibility of forming a single unified 
base of threats to critical infrastructure facilities regardless of the CIF category. This makes it 
possible not only to simplify the formation of the threat base on the CIF, but also to timely take into 
account the vectors of targeted attacks, the possibility of their integration, synergy and hybridity, 
as well as identify the critical points of the CIF infrastructure, their relationship with information re-
sources. In addition, the proposed approach minimizes funding for the creation of a security loop for 
CIF business processes, as well as timely formulate preventive measures and protection profiles.

Understanding and mitigating risks and threats to critical infrastructures is highly depen-
dent on the ability to create and validate models, often involving physical systems or even hu-
man intervention. 

The problem space of modeling includes both critical systems in general, such as industrial 
process control systems at critical facilities, and interactions between several sectors of critical 
systems. Such a range of objects can be effectively described only by the same wide range of 
modeling methods corresponding to the studied aspects of the infrastructure. In many models, 
the definition of composite OCI was made on the basis of the impact of events or chains of events 
that affect infrastructure elements. This understanding, in particular of risk at different scales, 
leads to a classification mechanism originally proposed in [1, 2] in the context of technical risk  
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modeling and subsequently refined [10] into an infrastructure scale taxonomy, as shown in Fig. 2.4.  
Verifying the applicability of the presented models for safety analysis requires significant effort. This 
is true even if the model takes into account all parameters related to safety and reliability analysis.

 Fig. 2.4 The concept of modeling critical infrastructure objects
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For lower levels of abstraction, it may be possible to derive and test such models explicitly  
from the underlying principles. At higher levels of abstraction, this leads to uncertainty in the 
validity of the model.
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Such uncertainty is already problematic when it is not easy to determine whether the  
underlying problem itself is ill-conditioned. Conditionality is defined as a situation where small varia-
tions in parameters lead to disproportionate changes in results. Bad conditioning can be a feature 
of the modeling method. This problem also arises in the context of combining several specialized 
models or models that address different levels of abstraction [11].

Economic models serve mainly to identify high-level dependencies, and can also reveal quantita-
tive effects, albeit with a relatively low resolution. Most of the models used in the area of critical 
infrastructure are input-output models, focusing primarily on aspects driven by demand or supply. 
However, such models are necessarily limited to the state of equilibrium.

An application to critical infrastructures was originally proposed in [12], where several in-
terconnected systems are considered, including intra-industry dependencies. The purpose of the 
review is to identify inoperability caused by one or more failures. Such failures are both natural and 
can be caused artificially. In the proposed model, inoperability is defined as the level of system dys-
function, i.e., as part of its expected level of performance, which is described by the Inoperability 
Input-Output model (IIM).

Dynamic IIM allows analysis of parameters such as optimization of buffering in the form of 
reserves to mitigate fluctuations in supply levels [13]. The use of explicit probabilistic vectors of 
disturbances from the demand side in IIM increases the reliability of the obtained modeling results 
and the applicability of the models for cybersecurity purposes [14–16].

Applicability for cybersecurity purposes may require the introduction of its own cost metric for 
disparate objects included in the critical infrastructure [17–19].

System-dynamic approaches considered in [20–23]. So, at work [20] considered the relation-
ship between infrastructure objects and information flows, the study of the structural properties 
of CIF in [21, 22]. System dynamics provides insight into the types of threats to critical infrastruc-
ture, in particular attacks such as social engineering [23].

Practice shows that it is difficult to avoid internal attacks, including attacks based on social 
engineering rather than technical measures. Therefore, when designing control mechanisms, it is 
necessary to focus on the ways in which controls and interactions can cause delays for attackers 
in realizing their goals.

Behavioral and systemic game models proposed in [24–26]. Such methods are usually based on 
a combination of expert judgment and Bayesian statistics [24] or based on explicit causal models. 
This approach may be useless when the adaptability of the intellectual adversary is assumed [25].

Behavioral and game-theoretic models assume the presence of two or more agents whose 
interactions can be modeled under various constraints [26]. However, these interactions  
usually include:

– the ability to cooperate or act against the interests of other agents;
– the ability to interact with different levels of information about each other;
– the possibility of both one-time interaction and interaction over several rounds;
– the attainability of agents’ solutions both simultaneously and sequentially.
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This type of model assumes that agents are rational and act to maximize their utility. This is 
done by evaluating the results and choosing the actions that give the most preferable results, 
taking into account the actions of other players.

The use of game-theoretic models to protect critical information infrastructures is not well 
represented in the literature. Besides [27], examples include the use of stochastic games for two 
players [28] to capture the behavior of attackers when the Nash equilibrium is reached. The model 
in [29] attempts to explicitly map the perception of attackers in the game-theoretic structure, as 
well as parameters, including resource allocation. Many of the problems studied for physical secu-
rity and counter-terrorism require careful analysis, taking into account various assumptions, which 
includes modeling of substitutional effects and the amount of mutual information [30]. Existing 
models [31] and subsequent developments [32, 33], not only estimate the parameters, but also 
assume the simultaneous play of attackers and defenders [34, 35].

Graphics and network models provide rigorous formalization [36] and are easily adaptable to 
network infrastructures such as telecommunications, pipelines, and power distribution. By assign-
ing a set of properties to nodes and edges and by defining flows along the edges of a graph, it is 
possible to cover many aspects of critical infrastructures and their relationships for both physical 
assets and information flows. One of the main goals of such models is usually to capture the 
physical and logical dependencies between network components, which themselves may belong to 
several different infrastructure sectors.

Critical infrastructures are often long, and individual infrastructures can contain more 
than 105 elements. This explains the interest in studying graphical concepts to understand 
how graph or interaction structures can be used to characterize the resilience of a net- 
work infrastructure.

Particular attention should be paid to the intensive study of random graphs such as the Erdös-
Renyi graphs [36, 37].

Empirical research has shown that many networks, both in nature and created by humans, 
are inherently scaleless. To reflect the dynamics of the critical infrastructure, the processes of 
graph growth and the mechanism of preferential joining of new edges added to the graph are 
considered [38]. This work has resulted in a number of techniques more widely used in statistical 
mechanics being applied to complex networks, including critical infrastructures and their dependen-
cies [39, 40]. Review [41] provides a broader view of complex networks in general.

Agent models are often used in the analysis of infrastructure interdependencies. Infrastruc-
tures or physical components are modeled as agents, which allows analysis of the performance and 
physical condition of the infrastructure, but also provides the ability to capture behavioral aspects, 
including irrational behavior [41]. Such agent-based systems have been widely used in other fields, 
which has made it possible to use the results obtained to capture aspects such as the interaction 
of physical objects [42]. In the model of interacting social agents, descriptions of the interaction 
of physical agents were integrated, for example, to track the behavior of agents in the electricity 
and natural gas markets [42].
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Physical and Geospatial Models usually designed to solve well-defined problems in a particular 
sector or for a specific facility. These models exhibit high computational complexity, while signifi-
cantly varying the level of detail provided [20] from simple vulnerability analysis and intra-industry 
dependencies to continuous physical models.

Such models are necessary to describe the internal workings of infrastructures [43], which 
allows for quantitative risk analysis [44]. External influences on critical infrastructures, such as 
cyberattacks, must be taken into account and even generated in the model. Spatial proximity 
is an important parameter in the study of interdependencies and physical effects, which is not 
always clear from the analysis of only logical dependencies. Therefore, a number of efforts have 
been aimed at creating models of critical infrastructures and their interdependencies based  
on geospatial information systems (GIS) [45, 46]. Examples of the use of GIS functions in the 
area of critical infrastructure include approaches based on the theory of multi-attribute utility 
for forecasting.

2.2 Development of a model for the implementation of a terrorist act and 
the degree of security of the cyber system of a critical infrastructure object

The formation of a complex (echelon) protection of a critical infrastructure object is formed 
on the basis of the hierarchical structure of the synthesis of information security systems  
of cyber-physical systems, Internet technologies and computer networks, as well as mobile  
technologies. This approach makes it possible to form a synergistic model of threats to CIF, taking 
into account the impact of terrorists on its elements (Fig. 2.5).

To form a model for the implementation of a terrorist act and the degree of security of the 
cyber system of a critical infrastructure object, a mathematical apparatus has been developed:

– classification allows to enter elements of many categories of intruders L Li
del del∈{ }:   

Ldel
1  – CIF users; Ldel

2 – CIF operating personnel; Ldel
3 – technical support staff of the CIF; Ldel

4 – per-
sons who are not employees of the CIF; Ldel

5  – terrorists and perpetrators of terrorist acts: Ldel
51 – cy-

ber terrorists, Ldel
41  – special services, Ldel

52 – hackers, Ldel
42 – competitors, Ldel

53 – crime, Ldel
54 – vandals;

– define the model for the implementation of a terrorist act:

G L r Tpterror
CFS CIF

i
del

i
CPS CIF

terror
CPS CIF

motivrj= ∈{ }{ , , , ,β β }}, (2.12)

where L Li
del

i
del∈{ }  – identifier of the terrorist executor; β βi

CPS CIF
terror
CPS CIF∈{ } – the weighting coef-

ficient of the capabilities of the terrorist executing the terrorist attack on the OKI; T – time of 
successful implementation of the threat; prj – the probability of realization of at least one threat to 
the j-th asset, i – the threat, ∀ ∈i n,  n – the number of threats; j – information resource (asset);  
∀ ∈j m, m – the number of assets; rmotiv – stimulation of the terrorist executor to carry out a ter-
rorist attack on the CIF; T – the time of the attack Analysis of the categories of attackers allows 
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to form an expert assessment and obtain a weighting coefficient for the possibility of implementing 
threats (the i-th threat);

– the weighting coefficient of the terrorist-performer’s capabilities is determined by:

γ βterror
CPS CIF

i
CPS CIF

i

N

rj motivN
p r= × ×

=
∑1

1

, (2.13)

where β i
CPS CIF CPS CIF CPS CIF

cp cashW W T=    – weighting coefficients of the terrorist-performer’s capa-
bilities; Wcp

CPS CIF  – computing resources of the terrorist-performer use from [1, 2]); Wcash
CPS CIF  – fi-

nancial resources of the terrorist-executor (use from [1, 2]).

 Fig. 2.5 Classification of intruders
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The proposed approach makes it possible to unify the procedure for determining the likelihood 
of a terrorist attack on the CIF, taking into account the capabilities of the terrorist perpetrator, 
both financial and computing resources.

The analysis of the level of the infrastructure of the CIF and the categories of the terro rist-
perpetrator makes it possible to form the set {Hj}, which forms the levels of impact on the CIF: 
the level of technical channels (H0); physical layer ISO/OSI (H1); link layer ISO/OSI (H2); network  
layer ISO/OSI (H3); transport layer ISO/OSI (H4); ISO/OSI application layer (H5); the level of phy-
sical protection of the CIF elements (video surveillance, sensors, grilles, locks, etc.) (H6); level of 
possible embedded devices (ventilation ducts, power lines, etc.) (H7).

The matrix of the relationship between the category of the terrorist-performer and the level 
of impact on the CIF is defined.

Thus, the matrix of interaction between the categories of the terrorist-executor and the levels 
of impact on the CIF makes it possible to determine the category of the terrorist-executor accord-
ing to the threat classifier according to the proposed method:

– Stage 1. Determination of the level of impact on the CIF from the set {H};
– Stage 2. Definition of the threat according to the CIF threat classifier;
– Stage 3. Determination of the matrix of the relationship between the category of the ter-

rorist-performer and the level of impact on the CIF;
– Stage 4. Determination of a possible terrorist perpetrator from the interconnection matrix.

M L H
L
H

i
del

i
i
del

i = × =

0 0 0 0 0 0 0 1

1 1 1 1 1 0 1 0

0 0 0 0 0 0 1 1

1 1 1 1 0 1 1 0

1 1 1 1 1 1 1 1

11 1 1 1 0 1 1 0

1 1 1 1 1 1 1 1

1 1 1 1 1 1 1 1

1 1 1 1 0 1 1 0

1 1 1 1 1 1 1 0

1 0 0 0 0 1 1 0

1 0 0 0 0 1 0 0

. (2.14)

Thus, on the basis of the proposed methodology, a list of critical threats for each catego-
ry of violators is constructed. Taking into account the modern approaches proposed in [47–52]  
for assessing the level of possible embedded devices (H7), the time and financial costs for preven-
tive measures of protection are significantly reduced.
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2.3 Development of a concept for assessing the level of security of critical 
infrastructure facilities

To determine the current state of security, let’s use the approach proposed in [1, 2], which 
takes into account the proposed approach to the formation of a synergistic threat model, the ca-
tegory of attackers, their goals and capabilities. Fig. 2.6 shows the concept of assessing the level 
of protection of critical infrastructure facilities.

 Fig. 2.6 CIF security assessment concept
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To form an assessment of the current state, it is proposed to use the following mathemati-
cal apparatus:

– the formally improved model of the CIF infrastructure is defined:

GCIF = {{OCIF}, {LCIF}, {IA}}, (2.15)

where {OCIF} – a set of environment objects that describe the elements of the CIF infrastructure; 
{LCIF} – a set of links between elements, defined by an adjacency matrix; {IA} – many elements  
of information assets.

Each element I IA Ai
∈{ } described by the vector I Type A A A A A AA

C I A Au Aff cont

i
= ( , , , , , , ). Type – type 

of information asset, described by a set of basic values: Type = {CI, PD, CD, TS, StR, PubI, ContI, PI}, 
where CI – confidential information, PD – payment documents, CD – credit documents, TS – trade 
secret, StR – statistical reports, PubI – public information, ContI – control information, PI – per-
sonal data. AC, AI, AA, AAu, AAff, Acont – security services.

Each element O Ol
CIF CIF∈{ }, described by the vector O L TCl

CIF CIF CIF= { , },  where LCIF is the level 
of the CIF information structure, defined by the set L H H H H H H H HCIF = { }0 1 2 3 4 5 6 7, , , , , , , ,  where the 
level of technical channels (H0), physical layer ISO/OSI (H1), data link layer (H2), network layer (H3), 
transport layer (H4), application layer (H5), physical protection level of CPS CIF elements (H6),  
the level of possible embedded devices (H7);

– formally, the relationship between the IR and the elements of the CIF:

TC TCCIF
il
CIF= , (2.16)

where TCil
CIF  determines the relationship between the i-th IR and the l-th element of the CIF, while:

∀ ∈{ } ∀ ∈{ } ⇒ =i I l O TC
is

A
CIF

il
CIF,

,

,

0  no connection;

 includes andd stores;
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pt

mf

,

, nnctioning;













 (2.17)

– the proposed synergistic model of threats to the CIF:

SM SS W Gsynerg
CIF

threats
CIF

i
CPS CIF

synerg
CFS CIF

i te= { } { } { }, , ,α rrror
CFS CIF DS{ } { }{ }, ,  (2.18)

where SS SS ASthreats
CIF

MMS
CIF

threats
CIF= {{ },{ }}  – many possible threats, in which { }SSMMS

CIF  – man-made 
threats; SS SS SS SSMMS

CIF
IS
CIF

CS
CIF

SI
CIF= {{ },{ },{ }} – anthropogenic threats. It is proposed to consider 

many anthropogenic threats based on a synergetic approach in terms of security components.
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Wherein { }SSIS
CIF  – IS threats, { }SSCS

CIF  – CS threats, { }SSSI
CIF  – SI threats; { }α i

CPS CIF  – a set 
of threat weights; { }Wsynerg

CFS CIF
i  – many threats to the security service; { }GCFS CIF

terror  – a lot of damage 
from a terrorist attack; { }DS  – a set of destructive states of CIF elements, which mean complete 
destruction of CIF (01), destruction of individual CIF elements (02), complete blocking of CIF func-
tionality (03), partial blocking of functionality (04);

– synergistic effect of modern threats:

SS SS ASCIF
MMS
CIF CIF

threats threats= { } { } ,

where

SS SS SS SSMMS
CIF

IS
CIF

CS
CIF

SI
CIF= { } { } { }  .  (2.19)

– each threat to the elements of the CIF is formalized by a tuple:

SS D riskpCIF
potentialrjthreats = ( ), , ,  (2.20)

where prj – the probability of a threat to the j-th asset, i – threat, for all i that belong to n – the number 
of threats, j – IR (asset), for all j that belong to m – the number of IR; Dpotential – potential damage, 
risk – risk expressed in a qualitative form and taking one of the values risk r r r r r= ( , , , , ),α α α α α

1 2 3 4 5
 

where α r1
 – critical, α r2

 – tall, α r3
 – middle, α r4

 – low, α r5
 – very low;

– destructive states of CIF elements (set {DS}) let’s use from [1, 2]. Let’s define the formal 
model of the terrorist performer:

MT L t T riskp D rterror
CIF del

rj potential motiv= { }{ }, , , , , , ,arget  (2.21)

where Ldel – categories of intruders; target – the target of the attacker, t DSarget ∈{ };  
T – time of successful implementation of the threat; rmotiv – the probability of the terrorist 
executor’s incentive.

– formally, the links between the categories of violators and the levels of their impact  
on the CIF elements are set by the matrix CT aimpact

CIF
ij
CIF= ,  wherein aij

CIF = 1, if the source of  
threats SSthreats

CIF  can implement a threat against the j-th CIF asset O Ol
CIF CIF∈{ }, otherwise aij

CIF = 0.
– CIF security assessment model:

MT I O SS RR MP ADterror
CIF

A
CIF

threats
CIF CIF CIF C= { } { } { } { } { }, , , , , IIF

r
CIFSL{ } { }{ }, , (2.22)

where { }IA  – a lot of IRs; {OCIF} – a lot of elements of the CIF infrastructure; { }SSthreats
CIF  – many 

threats; { }RRCIF  – many requirements of IS regulators; { }MPCIF  – many elements of information 
security; { }ADCIF  – result of CIF security assessment; { }SLr

CIF  – CIF security level;
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– formally, the relationship between threats and IR:

TI j I i SSCIF
ij
CIF

A threats
CIF

i= ∀ ∈{ } ∀ ∈{ }β , , , (2.23)

where 1 – the threat exists for the IR, 0 – the threat does not exist for the IR;
– the protection mechanism is formed by a tuple:

MP T T CCIF
i pe introducing pe= ( ), , ,  (2.24)

where Tpe – the type of the GI tool; Tintroducing – the implementation time; Cpe – the cost of the GI tool;
– formally, the relationship between threats and information security systems:

LThIS
CIF

ij
ThIS= γ ,  (2.25)

where MPCIF  – the threat can be repelled by the ISS; NMPCIF  – the threat is being realized.
If a λ ij

LThIS CIFNMP= ,  it is concluded that the CIF SIS is not able to protect the IR from the 
threat, and to increase the level of CIF security, it is necessary to introduce additional means and 
protection mechanisms;

– requirements of international and national standards and legislative acts:

RR R ACIF
INS
CIF

DSR
CIF{ } = { } { } ,  (2.26)

where { }RINS
CIF  – requirements of international and national regulators; { }ADSR

CIF  – a lot of assess-
ments of the degree of implementation of information security.

The current state of the CIF IS will be determined on the basis of the following indicators:
– OPZone – assessment of the risks of threats and the presence of critical points in the ele-

ments of the CIF;
– OPZ2 – assessment of possible attacks on the elements of the infrastructure of the CIF;
– OPZ3 – assessment of compliance with regulatory requirements.

OPZ OPZCIF
i

i

k

=
=
∑

1

. (2.27)

The proposed mathematical apparatus of the concept of assessing the level of security of 
critical infrastructure facilities allows obtaining a qualitative assessment of their current state  
of information security:
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 (2.28)

Thus, the proposed approach is understandable to the average person, it allows one to in-
tuitively understand the main critical points of the CIF infrastructure, the possibility of carry-
ing out a terrorist attack on quiet, as well as the necessary preventive measures, in conditions  
of minimizing the financial security of the information security system.

2.4 Development of a method for assessing the security of cyber-physical 
systems based on the Lotka-Volterra model

To assess the security of cyber-physical systems under the influence of modern targeted cyber 
threats with signs of hybridity and synergy, their integration with social engineering methods on 
infrastructure elements is taken into account. At the same time, the classical Lotka-Volterra model 
uses the main approaches based on the following paradigms:

– in the absence of «predators», «prey» multiply exponentially;
– in the absence of «prey», «predators» die out exponentially.
At the same time, as a rule, in works [1, 2, 47–51], within the framework of the «prey»,  

IS incidents/attackers are considered, and the «predator» is the protection measures/elements of 
the protection system. This looks illogical from the point of view of the ecosystem, which means 
cyberspace. Mathematically, the «predator-prey» model can be described as [47]:

dN
dt

N N N

dN
dt

N N N

1
1 1 2

2
2 2 1

= −

= − +










α β

ϕ γ

;

,
 (2.29)

where N1 – the number of prey; N2 – the number of predators; α – the fertility rate of prey;  
β – the coefficient of the influence of the predator on the prey (the coefficient of predation); 
j – the coefficient of mortality of the predator; γ – the coefficient of the influence of the prey  
on the predator.

Fig. 2.7 shows the relationship of the proposed definitions. The main difference from known 
approaches is the ability to take into account not only the aggregation of threats, the formation of 
targeted attacks, but also their impact on individual security components. This approach provides 
the granularity of today’s threats, and makes it easier to understand their impact on the level  
of security in general.
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 Fig. 2.7 The structure of the relationship of definitions
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However, to assess the security of cyber-physical systems, it is proposed to use the follow-
ing concepts:

– «prey» – a system or element of a system/infrastructure of an information and communi-
cation system/cyber-physical system that is subject to targeted threats with signs of synergy  
and hybridity;

– «predator» – a target threat or threat to separate components of security (cybersecurity (CS), 
information security (IS), security of information (SI)) on a system or element of a system/infrastruc-
ture of an information and communication system/cyberphysical system or Internet of Things system;

– security of information resources (IR) – the state of security of IR, characterized by the 
ability of users, technical means and information technologies to ensure confidentiality, integrity, 
authenticity and availability when processing them in ICS with IoTS;

– cybersecurity of IR (CS IR) – a set of tools, strategies, principles of security, security gua-
rantees, approaches to risk management, actions, training, insurance and technologies that are 
used to protect the cybersecurity of ICS from IoTS, resources and users of cyberphysical systems;
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– information security of IR (IS IR) – the state of security of the information environ-
ment of ICS with IoTS, ensuring its formation, use and development in the interests of citizens  
and ICS with IoTS;

– the hybridity of IS, CS, SI threats – a set of several threats to information resources 
by security components: information security, cybersecurity, security of information, aimed at  
a separate security service: confidentiality, integrity or authenticity. This allows to get the maxi-
mum effect from their integration;

– synergism of IS, CS, SI threats – the combined impact of several threats on security  
components: information security, cyber security, information security with security services: 
confidentiality, integrity, authenticity. It is characterized by the fact that their combined effect 
significantly exceeds the effect of each individual threat and their simple sum;

– emergence of ICS/CPS – a set of special properties of ICS/CPS that do not belong to its 
subsystems and blocks, as well as the sum of elements that are not connected by special sys-
tem-forming links. Based on the assessment of the synergy and hybridity of threats to security 
components, the costs of investing in building a security system are minimized to ensure the effi-
ciency and reliability of information transfer;

– the level of security of information resources – a qualitative (quantitative) indicator of 
the ability of the ICS/CPS protection system to resist synergistic and hybrid threats to security  
components: information security, cybersecurity, security of information;

– business-processes continuity – a property of the system, which is to ensure the uninter-
rupted operation of internal and external applications, which allows subsystems and services to 
work without interruption during planned downtime and unplanned failures. It also ensures that 
critical business data is backed up and stored and can be restored within a reasonable period  
of time in the event of an unexpected incident or disaster;

– the security loop of business processes – the minimum permissible set of means of pro-
tecting the aggregate of information resources and related business processes. The execution of 
business processes in a given sequence leads to the achievement of the goals of the organization.

Development of security models for developing cyber-physical systems, taking into account  
the computing capabilities and focus of targeted cyberattacks.

To use the «predator – prey» model for modeling the dynamics of functioning and assessing 
cyber-physical systems, it is necessary not only to give a substantive interpretation of the basic 
model in terms and concepts of a security system, but also to parameterize the model. In other 
words, it is necessary to determine the values of the coefficients included in the model equations, 
as well as to set the initial values of the studied variables.

Let’s begin the parametrization of the model with its first equation.
Let’s estimate the number of protection elements of the business continuity security loop 

based on the following assumptions:
1. Threats are aimed at the corresponding security services, which are represented by the 3rd 

platform in the threat classifier [2, 47]. 
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2. For each of the security services in the security loop, there are facilities that provide those 
services. The distribution of these funds over the considered range of services is described by  

a vector ( )., , , ,A A A A Ai
C

i
I

i
A

i
Au

i
Aff  In this case, the equality holds Ai

j

i

j

=
=
∑ 1

1

, where j – the security 

services, i – the threat to the elements of the CPS infrastructure.
3. A threat is considered hybrid if it simultaneously targets all security services.
The number of objects representing the targets of attacks, taking into account their hybridity, 

can be represented as follows:

N N A N A N A N A N A
i i i i i

C
i
C I

i
I A

i
A Au

i
Au Aff

i
Aff

i
1 1 1 1 1 1= × + × + × + × + ×( )

=11

Q

∑ ,  (2.30)

where variable indices correspond to basic security services: C – confidentiality; I – integrity; 
A – availability; Au – authenticity; Aff – affiliation; N

i

C
1  – the number of objects providing security 

service, such as confidentiality; for other security services – the same; Q – the total number of 
known cyber threats.

Let’s assume that the coefficient of the introduction of new elements of the information secu-
rity system α corresponds to the level of security of the elements that provide security services 
for the CFS. The security level, according to [1, 2, 47], is assessed in relative units: 1 – corre-
sponds to the maximum-security level provided by the security system, 0 – the security system 
does not protect information resources.

Let’s assume that the cost of carrying out attacks and the cost of measures to protect 
against them have a normal distribution. In this case, the probability of the threat being realized 
with the maximum capabilities of defense A and attack B will be determined by the difference bet-
ween the probability densities F(B)–F(A), where A are the limiting defense capabilities, B are the 
limiting capabilities of the attacking side’s attack. In other words, F(B) determines the proportion 
of attacks out of their total number that can be carried out by an attacker based on the resources 
they have. Similarly, F(A) determines the proportion of attacks that a security system can protect 
against, based on the resources available to it. Under these assumptions, the value S = F(B)–F(A) 
determines the proportion of unprotected targets that can be targeted by cyberattacks. Then 
the level of security will be defined as the proportion of information resources that are protected  
from cyberattacks. This value can be calculated as:

S F B F A e t e t
tB t

= − ( ) − ( ) = −
−
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−





−
∫1
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1
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1
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σd d

∞∞
∫
A

, (2.31)

where S – the security level of the system, F(B) and F(A) are the shares of resources of the parties 
to the cyber conflict, t – the integration variable that determines the level of available resources of 
the «predator» and «prey», μ and σ – the values that determine the mathematical expectation and 
variance the statistical distribution of the resources available to the parties.
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The introduction of cost indicators of threats makes it possible to implement an algorithm for con-
structing a rating of potential threats and the importance of information resources to be protected.

When implementing the algorithm, it is assumed that the parties to the conflict determine the 
criticality of cyber threats, which are economically feasible to carry out and/or from which it is neces-
sary to protect the IR in the first place. Then let’s define the algorithm:

1st step. Definition of cyber threats, the effect of the implementation of which exceeds the 
cost of their implementation:

Tr Tr P C Tr TrR
A

i i
A

i
A

i= −( ) >{ } ∀ ∈| ,0  (2.32)

where TrR
A – the set of potential threats, the implementation of which is effective for the attacker; 

Tri  – threat to the i-th information resource; Pi
A  – estimation of the cost of the successful imple-

mentation of an attack on the i-th resource from the side of the attacker; Ci
A  – the cost of carrying 

out an attack on the i-th resource by the attacker.
2nd step. Determination of the direction of protection that provides the effect The assessment 

of the limit levels of the capabilities of the parties to a cyber conflict is based on the use of cost 
estimates of the costs of implementing and preventing the threat, as well as on the assessment of 
the benefits derived from the implementation of the threat and its prevention [2, 47] higher than 
the cost of their provision:

Tr Tr P C Tr TrC
D

j i
D

i
D

j= −( ) >{ } ∀ ∈| ,0  (2.33)

where TrC
D  – the set of threats against which it is economically expedient to build protection;  

Pi
D  – estimation of the cost of the loss of the i-th information resource for the defense side;  

P C=  – the cost of protecting the i-th information resource for the side of the defense.
3rd step. Determination of the coefficients of importance for the attackers. They are defined 

as the share of the gain from the total amount of gain that can be obtained potentially when the 
entire complex of threats for the attackers is realized:

K
P C

P C
Tr Tr M Tri

A i
A

i
A

i
A

i
A

i

M i R
A

R
A=

−

−( )
∀ ∈ =

=
∑

1

, , , (2.34)

where Ki
A  – the rating coefficient (importance) of the implementation of the threat to the  

i-th information resource; M – the cardinality of the set of selected potentially effective threats 
for the attacking side.

4th step. Determination of the coefficients of importance for the defenders. It is defined as 
the share of the gain from the total amount of the gain, which can be obtained potentially during  
the implementation of the entire complex of protective measures:
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K
P C

P C
Tr Tr N Trj

D i
D

i
D

i
D

i
D

i

N j C
D

C
D=

−

−( )
∀ ∈ =

=
∑

1

, , , (2.35)

where K j
D – the rating coefficient (importance) of building the protection of the j-th informa-

tion resource.
5th step. Selection of critical threats for which, based on the assessment, the product of the 

attacker’s and defender’s importance coefficients is maximal:

Tr K Kl
Tr Tr

l
D

l
A

l C
D

= ⋅
∀ ∈

arg max . (2.36)

Then the birth rate of «preys» is proposed to be calculated as:

α =
{ }Tr

Q
l ,  (2.37)

where Trl{ }  – the set of critical cyber threats for which there are no means of protection in 
the information security system (ISS) or they are partially available, but the implementation of  
the threat can lead to significant and/or critical destruction of the security loop; Q – the total 
number of known cyber threats.

The coefficient obtained in this way provides management’s understanding of the need to 
install additional means of protection against identified critical attacks.

The equation for the change in the number of modern threats to the CFS with IoTS is presented as 
a set of threats to the CFS, taking into account the possibility of their signs of synergy and hybridity:

N N Whybrid C I A Au Af synerg2 2= × { }, , , , ,  (2.38)

where { }, , , ,Whybrid C I A Au Af synerg
 – the power of the set of hybrid threats (i.e., their number), and 

{ }, , , ,Whybrid C I A Au Af synerg – the set of hybrid threats, which, according to the accepted assumption, 
are defined as a set of threats simultaneously for all security services. The calculation of individual 
components is given in [2, 47].

To assess the impact of modern threats on the means of protection, let’s use the expression 
in [2, 47], then the coefficient β is represented as:

β χ= ( )
=
∑ w w w w wCPS i

C
CPS i

I
CPS i

A
CPS i

Au
CPS i

Aff

i

M

i
CPS

   

1

, (2.39)

where M – the number of threats that are selected by an expert from a set { } ,i i
M  that is a subset 

of the entire set of threats of the classifier, that is, M Q≤ . wCPSi
C , wCPSi

I , wCPSi
A , wCPSi

Au , wCPSi
Aff  – the ex-

pert weights of security services: confidentiality, integrity, availability, authenticity and involvement;  
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χ i
CPS – the weighting factor of security services: confidentiality, integrity, availability, authenticity 

and authenticity of the manifestation of the attack of the i-th threat.
To determine the coefficient of the computational capabilities of the attacker j, let’s use the 

classification of attackers, as presented in [2, 47], and represent it as:

ϕ ν= × ×
=
∑1

1M
p ri

i

M

rj motiv , (2.40)

where νi
CPS CPS

cp cashW W T=    – attacker opportunity weights; prj – probability of realization of at 
least one threat to the j-th asset, i – a threat, ∀ ∈i n,  n – the number of threats, j – information 
resource (asset), ∀ ∈j m, m – the number of assets; rmotiv – the probability of the attacker’s motiva-
tion to implement the threat; Wcp

CPS  – the computational resources of the attacker (used from [51]); 
Wcash

CPS  – the attacker’s financial resources (use from [51]).
Table 2.3 shows the initial data of the criteria and indicators of the expert assessment of its finding.

 Table 2.3 Initial data of the criteria and indicators of the expert assessment of the weight coefficient of 
the attacker’s computational capabilities

Category

weighting factor

β βi
CPS

i
CPS∈{ }

prj rmotiv
f N r A N( ) = + × TCPS A

critical 1 1 1 1 1

high 0.75 0.75 0.75 0.75 0.75

average 0.5 0.5 0.5 0.5 0.5

low 0.25 0.25 0.25 0.25 0.25

very low 0.001 0.001 0.001 0.001 0.001

The coefficient of the possibility of preventive measures is presented as:
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where µkg
j  – the weighting coefficient of the g-th metric of the j-th security service for the  

k-th expert. Normalization of weight coefficients: ∆t t K l ti q−[ ] ( ) = ( ),  wkg
j  – the value of the as-

sessment of the g-th characteristic of the information security tool mechanism by the k-th expert 
for the j-th security service in the case when the degree of security of the system and the destruc-
tive actions of attackers are independent. Wherein B = {cryptographic resistance (Сr), Key data 
amount, Sc, encryption /decryption of data complexity, OE}. Thus, there are a set of characteris-
tics of technical means of information security: µ j

r
j

c
j

E
jC S O= { , , } , µ j

r
j

c EC S O= { , , }, which corre-
sponds to the level of security of cryptographic means of information security. To describe the set  
of characteristics, let’s use the index g: μg, where ({ } ).g B

1

Thus, using the obtained expressions, the Lotka-Voltaire model can be represented in the 
following form:
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Thus, the proposed approach to the security model of cyber-physical systems allows, from 
a practical point of view, to consider cyberspace as an ecosystem, to take into account the 
computing capabilities of attackers and the focus of targeted cyberattacks. In addition, cyber-
attacks are considered taking into account their integration with social engineering methods, 
which allows attackers to form targeted attacks. The proposed model takes into account the 
possibility of manifestation of targeted attacks in the ecosystem of signs of synergy and hy-
bridity, which significantly affects the quantitative indicators of assessing the current state of  
the security level.

Development of a security model for cyber-physical systems based on the «predator-prey» 
model, taking into account the possible competition of attackers in relation to the «prey»

One of the advantages of the Lotka-Volterra model is the ability to use the «biological» aspects 
of the «predator-prey» model, taking into account the possible struggle between the «predators» 
themselves under the conditions of a decrease in the population of «prey». From the point of view of 
the modern development of the world community, certain manifestations of competition are already 
manifesting in the environment of cyber intruders/cyber groups. This, on the one hand, can ensure 
an increase in the population of «preys», that is, increase the ability of the information protection 
system to resist threats, and/or timely prepare preventive measures to counter them. On the 
other hand, to reduce the number of «predators», that is, to reduce the variety of threats, which 
will allow to respond to them in a timely manner.
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Taking into account the above assumptions, the «predator-prey» model is presented as:
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where the number of «predators» belongs to the set { },N j
2  j w∈1, .

Thus, the proposed model for the security of cyber-physical systems takes into account the 
possible competition of attackers in relation to the «prey». This makes it possible to timely deter-
mine not only the direction of threats, but also the computational resources of the attackers, and 
their «simultaneous» impact can provide a «reduction» in the risk of cyber threats.

Development of a security model for cyber-physical systems based on the «predator-prey» 
model, taking into account the possibility of grouping attackers/cyber groups in order to 
achieve the goals of a cyberattack

The Lotka-Volterra model makes it possible to take into account not only the competitiveness 
of «predators», but also their unification. At the same time, as in any ecosystem, the emergent 
properties of «predators» can manifest themselves, which from the point of view of security can 
lead to a significant decrease in the resistance of the protection system of the business process 
loop or to its hacking and destruction of the continuity of business processes. Taking into account 
the above assumptions, the «predator-prey» model is presented as:
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Thus, the proposed model for the security of cyber-physical systems based on the «predator-prey» 
model makes it possible to take into account the possibilities of grouping intruders/cyber groups in 
order to achieve the goals of a cyberattack. This approach makes it possible to predict the «worst» 
options for the development of a cyberattack, as well as to formulate appropriate preventive measures.
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2.5 Development of a security model for cyber-physical systems based on 
the «predator-prey» model, taking into account the relationship between 
«prey species» and «predator species»

In [2, 47, 51], the authors consider the m-dimensional case, which takes into account interac-
tions in the «environment» of «predators», as well as interactions in the «environment» of «prey». 
Such a model is interesting, first of all, from the point of view of the interaction of «preys», which are 
understood as means/mechanisms of the information security system. At the same time, it is taken 
into account one of the principles of the formation of the information security system – the principle 
of sufficiency. In addition to this interaction in the «environment» of «predators», various tenden-
cies are taken into account – from simple cooperation to confrontation. In the proposed model:

N N f Ni i= ⋅ ( ),

where f N r A N( ) = + × , N1, …, Nm – the sizes of populations of m-different types of «preda-
tors» and «prey» that interact in one environment, N – a vector composed of these unknowns. 
The parameters in the vector r are responsible for the success (probability) of «fertility» (the 
emergence of new cyber threats, or means of protection, respectively, from species) (ri>0)  
or «mortality» (ri<0).

Matrix A  describes the relationship between «predators» or «prey» of different species, 
while [1, 2, 47, 51] aij describes the influence of species j on species i, aji describes the influ-
ence of species i on species j. Moreover, if both values aij and aji are positive, then the individuals  
benefit from the interaction, if both are negative, then they are at enmity with each other.

If aij>0, aji<0, then species i will be a predator, and species j will be a prey for it. The aii values 
describe the effect of a species on itself.

Taking into account the above assumptions, the «predator-prey» model is presented as:
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where the coefficients ε, ζ>0, and describe the damage inflicted on themselves by the «prey»  
and «predator», respectively. 
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2.6 Development of a method for assessing the security of cyber-physical 
systems based on the Lotka-Volterra «predator-prey» model

One of the features of cyber-physical systems is the absence of information security informa-
tion in the infrastructure elements, the transmission of signals from sensors/sensors over open 
channels, and the provision of management and administration based on cloud technologies. This 
significantly reduces the possibility of forming a security loop, and leads to an increase in critical 
points for the implementation of cyberattacks. In such conditions, the security assessment must 
be carried out offline, which makes it possible to take into account the dynamics of both cyber 
threats, on the one hand, and the ability of means of protection to resist them.

Fig. 2.8 shows a block diagram of the proposed assessment method.
At the first stage. Formed and/or calculated:
– metric coefficients of threats;
– weighting factors of threat manifestation;
– determination of the implementation of each threat;
– determination of the implementation of threats to the security service;
– determination of the total threats to the composite security;
– determining the economic costs of preventing an attack.

 Fig. 2.8 Block diagram of the method for assessing the security  
of cyber-physical systems based on the Lotka-Volterra model «predator-prey»
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At the second stage. Based on the analysis of stage 1, the Lotka-Volterra model is selected, 
and the corresponding coefficients and components of the expressions are calculated using for-
mulas (2.29)–(2.45).

At the third stage, based on expressions (2.46)–(2.48), the current state of the cyber- 
physical system security is determined.

The proposed method is based on assessing the security of cyber-physical systems over 
time. A descriptive characteristic of the change in the current state of CPS safety is its intensity  
l(t) – the average number of changes that have occurred with the current state of CPS safety 
per unit of time. To estimate the time intervals ∆t i q−[ ] between changes, the CFS safety level, let’s 
use the formula:

∆t t
K

l ti q−[ ] ( ) = ( ) ,  (2.46)

where K – total number of security level changes; l(t) – the intensity of changes in the level  
of security; i q n, ;∈ 1  – serial numbers of changes; i q≥ .

Let’s describe the changes in security levels in the form of an H CFS state machine, the states 
of which are described by the formula:

H S value SCFS I I= , , , ,Π 0  (2.47)

where SI – the final state of the CFS security level; value – the value of changes in the CFS 
security level; Π – the function of transitions of the CFS security level from state k to state j;  
SI

0  – the initial state of the CFS security level.
Let’s estimate the function of transitions of the safety level CPS Π from state k to state j  

by the formula:

Π = × →S value SI I
0 . (2.48)

To determine the state of safety, let’s use one of the proposed Lotka-Volterra models, taking 
into account the possibilities of both «prey» and «predators».

The use of the proposed models for the implementation of the method for assessing the 
security of cyber-physical systems based on the Lotka-Volterra model is determined in Fig. 2.9. 
For modeling, the values of the parameters included in the expressions for the coefficients of the 
Lotka-Volterra equations are determined using the threat classifier, which already partially contains 
quantitative indicators. Thus, the values of the weight coefficients of the manifestation of threats 
are determined quantitatively. On the other hand, some of the indicators contained in the threat 
classifier need to be quantified.

As a conditionally real CFS, let’s consider the automated banking system (ABS) of organizations 
in the banking sector, which not only belongs to CFS, but also to critical infrastructure systems.  



Modeling of security systems for critical infrastructure facilities

36

To assess the security of the ABS, let’s assume that the information security system has 25 tech-
nical means of information protection that provide security services to bank information resour-
ces (BIR), that is, N1 = 25, the number of threats Q = 194 (https://bdu.fstec.ru/threat). 

Their description and expert assessment of the distribution of the impact on security services 
are given on the resource (http://skl.hneu.edu.ua/), which makes it possible to use the proposed 
models to automate the calculations of the remaining indicators. 

 Fig. 2.9 Relationship between services and ad hoc security mechanisms
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Fig. 2.9 shows the relationship between security services and dedicated security mechanisms, 
which allows to determine the number of required technical protections (security mechanisms)  
to provide the corresponding security services.
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The formation of a dynamic model for assessing the security of cyber-physical systems begins 
with the formation of metric coefficients of threats, calculated as:

w
K

wj
CPS CIF

ijk
CPS CIF

k

K

i

Q

=
==

∑∑1

11

,  (2.49)

where wCPSi
! , wCPSi

I , wCPSi
A , wCPSi

Au , wCPSi
Aff  are the expert weights of the security services: confiden-

tiality, integrity, availability, authenticity, and affiliation, as previously stated. 
It is proposed for experts in [2, 50] to use values:

w j
CPS CIF  0.1;  0.33;  0.66; 0.75; 0.9; ∈{ }0 0 25 0 5 1; . ; . ;

to form the weighting factors of the cyber threat impact on security services. 27 experts took part 
in the formation of an expert assessment.

Then, based on the averaged values of the weight coefficients for the security service, let’s 
determine the distribution of technical means of information security as:

λ j
CPS CIF j

j
CPS CIFN w= ×1 ,  (2.50)

where j – a security service; N j
1  – the number of «prey» objects (technical means of informa-

tion security). A limitation in modeling is the assumption that the technical means of information 
security cannot provide several security services.

Table 2.4 shows the results of distribution by experts of the weights of the main services: 
confidentiality, integrity, availability and authenticity, as well as the average values of the weights 
of the distribution of technical means of protection for security services.

To determine the cost indicators of attacks, let’s use the table of the size of possible losses of 
the FAIR (Factor Analysis of Information Risk) risk assessment methodology [28, 29].

Let’s estimate the costs of attackers for carrying out attacks on the assumption that they 
amount to no more than 10 % of the amount of possible losses of the prey (Table 2.5).

Then the coefficients of the model are calculated in accordance with the previously derived 
relationships.

Fertility rate of «preys» in accordance with the proposals on the available resources of «preys» 
and «predators» (Table 2.4) and the total number of threats:

α =
{ }

= =
Tr

Q
l 29

194
0 15. . (2.51)

To calculate the coefficient of the influence of the predator on the prey (β), let’s assume 
that the number of «predators» (intruders and/or groups of cyber intruders) is N2 = 5, and 
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W C I A Au Af synerghybrid , , , , . ,= 0 03  at the same time the weighting coefficient of the influence of each 
threat let’s choose the maximum 0.33, i.e. each of the 194 threats is implemented by cyber-
criminals every day. The coefficient β of the impact of modern threats on protective equipment, 
presented earlier as:

β χ= ( )
=
∑ w w w w wCPS i

C
CPS i

I
CPS i

A
CPS i

Au
CPS i

Aff

i

M

i
CPS

   

1

,

largely depends on expert assessments. Based on the opinion of experts, let’s get the value of  
the coefficient β = 0.32.

 Table 2.4 The results of an expert assessment of the weights of the impact of cyber threats on security 
services

No. threat, i
Weights for the Impact of Cyber Threats on Security Services

Ai
C Ai

Au Ai
A Ai

I Ai
Aff

1 0.28 0.22 0.2 0.21 0.09

2 0.19 0.22 0.23 0.23 0.13

3 0.22 0.15 0.25 0.28 0.1

4 0.21 0.19 0.13 0.3 0.17

5 0.15 0.2 0.36 0.22 0.07

… … … … … …

190 0.24 0.21 0.15 0.4 0

191 0.15 0.19 0.15 0.5 0.01

192 0.35 0.17 0.12 0.36 0

194 0.32 0.31 0.12 0.18 0.07

averaged values of the weighting factors for the security service

w j
CPS CIF wCPS i

C wCPS i
Au wCPS i

A wCPS i
I wCPS i

Aff

0.26 0.22 0.26 0.25 0.01

 Table 2.5 Potential Loss Rate (PLM) (USD)

No. losses lower limit upper limit

1 Critical 10 000 000 –

2 High 1 000 000 9 999 999

3 Significant 100 000 999 999

4 Average 10 000 99 999

5 Low 1 000 9 999

6 Very Low 0 999
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To calculate the mortality rate of a predator (j), let’s use the data from Table 2.5, and also 
believe that M Trl= { } . Based on the estimates given in [1, 2, 7, 47, 51], as well as expert esti-
mates, let’s obtain the numerical value of the coefficient j, which determines the rate of mortality 
of «predators» in the Lotka-Volterra model j = 0.29.

To calculate the coefficient of the prey’s influence on the predator (γ), let’s use the indica-
tor В = 3 – security services, where cryptographic means of protection (confidentiality, integrity, 
authenticity) are used. In this case, let’s assume that the set of characteristics of cryptographic 
means of protecting the security information system µ j

r
j

c
j

E
jC S O= { , , } ,  the weight coefficients  

for symmetric systems are equal to 0.75, for asymmetric cryptosystems 0.9. The final value of  
the coefficient γ, which determines the influence of the «prey» on the «predator», is 0.27.

The initial values of «prey» and «predator» are equal, respectively.

N1 55 0 26 49 0 22 73 0 26 17 0 25 48= × + × + × + × ≈. . . . ,

N N Whybrid C I A Au Af synerg2 2 5 9 45= × = × =, , , , .

The number of hybrid threats is determined in accordance with the threat classifier.
The performed calculations allow to obtain the numerical values of the coefficients included in 

the Lotka-Volterra equations.
Parameterized equations allow modeling the dynamics of the development of a cyber-physical 

system in the context of the manifestation of hybridity and synergy of threats. The results of  
modeling the behavior of a conditionally real system are shown in Fig. 2.10–2.16.

Fig. 2.10 shows the dynamics of changes in the number of potential targets and threats.

 Fig. 2.10 Dynamics of changes in the number of potential targets  
and threats, with α = 0.29, β = 0.32, γ = 0.29, j = 0.29
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With an increase in the number of critical attacks, the interaction between prey and predators 
becomes more intense, i.e. the period between growth and decline in the number of both sides of 
the cyber conflict is shrinking (Fig. 2.11).

A more visual representation of the simulation results can be obtained by presenting the 
results in the form of a phase portrait. A phase portrait (aka phase diagrams) is a graphical rep-
resentation of how the quantities describing the state of the system (dynamic variables) depend 
on each other. In our case, this is the number of predators and prey. A typical phase portrait for 
dynamic variables of the Lotka-Volterra model is shown in Fig. 2.12 (the coefficients of the model 
correspond to the calculated ones of the considered problem).

 Fig. 2.11 Reduction of the oscillation period in  
the «predator-prey» system, α = 0.49, β = 0.32, γ = 0.29, j = 0.29

 Fig. 2.12 Phase portrait of the CFR dynamics (basic version),  
with α = 0.28, β = 0.33, γ = 0.29, j = 0.28
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With an increase in the number of critical threats, the total number of threats also increases, 
and therefore the coefficient α also changes. For the new values of the number of critical threats 
and the birth rate of «preys», the phase portrait will have the form shown in Fig. 2.13.

 Fig. 2.13 Phase portrait with a change in the birth rate of preys,  
with α = 0.39, β = 0.32, γ = 0.29, j = 0.27

With an increase in the coefficient β, i.e. more intense influence of predators on prey even with 
an increase in the number of potential targets (prey), the number of predators not only does not 
grow, but also decreases. This can be explained by the fact that with a more intense impact, the  
same amount of compromised resources can be reached by a smaller number of predators (Fig. 2.14).

 Fig. 2.14 Phase portrait of the system with an increase in the influence  
of predators on prey (more aggressive conduct of cyberattacks),  
with α = 0.25, β = 0.76, γ = 0.29, j = 0.27
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An increase in the mortality rate of predators, as shown by simulation experiments, insigni-
ficantly affects the increase in the number of prey, but leads to more intensive attacks by preda-
tors (Fig. 2.15).

With an increase in the coefficient of the prey’s influence on the predator, the phase portrait 
has the form shown in Fig. 2.16. The results obtained can be interpreted as the need to increase 
the number of predators in order to achieve targets with the same or even less prey.

 Fig. 2.15 Phase portrait with an increase in the mortality rate  
of predators, with α = 0.25, β = 0.32, γ = 0.58, j = 0.27

 Fig. 2.16 Phase portrait of the system with an increase in the coefficient  
of the prey’s influence on the predator, with α = 0.25, β = 0.32, γ = 0.29, j = 0.54
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Analysis of the simulation results (Fig. 2.10–2.16) allows to make a fairly general conclusion 
that in the context of limited financial resources allocated for the development and implementation 
of new tools that provide security services, their distribution should be carried out as follows.  
One of the coefficients is determined, the change of which leads to more significant changes in 
terms of the level of safety. The most significant factor that leads to changes in the considered 
coefficient is found out. The activities that lead to such changes are determined. Table 2.6 shows 
the comparative results of the analysis of the practical use of the method for assessing the state 
of security of cyber-physical systems based on the Lotka-Voltera model.

 Table 2.6 Results of the study of the practical use of the method for assessing the state of security 
of cyber-physical systems based on the Lotka-Voltera model

Methods

Criteria

quali-
tative 
assess-
ment

quanti-
tative 
assess-
ment

compre-
hensive 
assess-
ment

assessment  
of threat charac-
teristics

eco-
nomic 
optimi-
zation

assess-
ment of 
compliance 
with 
regulatory 
standards

effec-
tiveness 
of pre-
ventive 
mea-
sures

evalu-
ation 
mode

hybridity synergy

NIST + – – – – – – – stat.

FAIR – – + – – – – + stat.

EBIOS + – – – – – – + stat.

MEHARI – – + – – – – – stat.

OCTAVE + – – – – – – – stat.

IT-GRUND-
SHULTZ

+ – – – – – – + stat.

IRAM + – – – – – – – stat.

RISK 
WATCH

– + – – – – – + stat.

FRAP + – – – – – – – stat.

CRAMM – – + – – – – +/– stat.

MAGERIT + + – – – – – – stat.

Method 
in [13]

+ + – – – – – +/– dynamic

Method 
in [23]

+ + – – – – – +/– dynamic

Suggested 
method

+ + + + + + + +/– dynamic

Analysis of the Table 2.6 shows that almost all practical approaches to safety assessment 
operate in a static mode, that is, during working hours, incident detection systems (deviations  
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from normal operation) record incidents/threats, and their analysis is carried out outside of work-
ing hours. This approach does not allow timely consideration of the synergy and hybridity of targe-
ted attacks, the need for preventive measures. The proposed method and the methods in [2, 47] 
use approaches to assessing security based on the Lotka-Voltaire model, which makes it possible 
to conduct an assessment in a dynamic mode (in real time to assess the dynamics of threats, 
their capabilities). However, the works [2, 47] do not take into account the synergy and hybridity  
of modern threats, their possibility of being integrated with the methods of social engineering. In 
the proposed method, on the basis of the proposed classifier, these signs of threats are taken into 
account, which makes it possible to obtain the coefficients of the model and, knowing the number 
of threats, to determine the number of threats with these signs.

So, in the example under consideration, with the total number of threats Q = 194, the coeffi-
cient of the influence of the predator on the prey (the coefficient of predation) makes it possible 
to determine the number of threats with signs of synergy and hybridity (with β = 0.32, the number 
of threats Qsynerg = Q×β = 194×0.32 = 62.08). In addition, it, in turn, depends on the introduction 
of new means of ensuring security services; as an investment, it makes sense to choose those 
protection means (confidentiality, integrity, authenticity), the weight of which has the maximum 
value. As mentioned earlier, the weighting factor for asymmetric cryptographic protections is 0.9, 
as opposed to symmetric (0.75). It is on the development of these means of protection that the 
available resources should be directed in the first place.

2.7 Development of socio-cyber-physical systems security concept

The development of industry 4.0 forms the superstructure of the synthesis of social networks 
with cloud technologies and various classical networks of global and local systems. Integration is 
based on interconnection between rapidly developing technologies of mobile technologies based on 
wireless Internet standards – LTE technologies (Long-Term Evolution), IEEE802.16, IEEE802.16e, 
IEEE802.15.4, IEEE802.11, Bluetooth [1–4]. In the context of the formation of a high-tech society, 
social networks based on Internet services have become one of the most effective and popular means 
of mass communication. Influencing such communities is an effective mechanism of influence in the 
context of hybrid wars and color revolutions [1, 2, 47, 52–58]. Such a synthesis of social Internet 
services (SIS) with cyber-physical systems makes it possible to form a socio-cyber-physical sys-
tem (cyberphysical social system, CPSS) [52–56]. CPSS allows to form the social, political, economic 
«opinion» of the intellectual community (integration of the cybernetic, physical and social worlds), 
regulate and manage based on the SIS, provide users with proactive services. The nature of CPSS 
data brings new requirements and challenges to the various stages of data processing, including the 
identification of data sources, the processing and aggregation of data of various types and scales. 

On the one hand, this approach allows to significantly speed up the process of introducing smart 
technologies, expand the range of services and switch to mesh and NGN network technologies, 
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on the one hand. On the other hand, it creates the need to ensure security in various techno-
logy planes. In addition, the development of quantum algorithms by Grover and Shor calls into ques-
tion the stability of systems of symmetric and asymmetric cryptography, which can lead to «chaos» 
in security, and the need to form fundamentally new approaches to assessing threats, creating 
security loops for business processes (internal and external) taking into account the integration 
and globalization of WAN network technologies, cloud technologies based on wireless channel stan-
dards IEEE802.16, IEEE802.16e, IEEE802.15.4, IEEE802.11, Bluetooth, LTE [1, 2, 47, 52–58].

Fig. 2.17 presents a structural and logical diagram of socio-cyber-physical systems, which 
allows to consider the integration of social and cyberspace as a combination of the use of individual 
components technologies of such platforms as social, cyberspace and cyber-physical networks. This 
approach takes into account not only the logical component of the individual elements functionality 
of the socio-cyber-physical systems infrastructure, but also creates the need to integrate and 
develop a new concept of a multi-level/multi-loop security system, taking into account modern 
vectors of cyberattacks.

 Fig. 2.17 Structural-logical scheme of socio-cyber-physical systems

The formation of socio-cyber-physical systems allows to consider the integration of the func-
tionality of social networks into cyberspace – the combination of global computer networks with 
mobile and cloud technologies, the integration of classical networks with smart technologies make  
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it possible to form a transition to NGN networks and significantly integrate one technology into 
another (Fig. 2.17). To ensure the formation of the concept, Fig. 2.18 shows a block diagram of 
the main technologies that allow the formation of socio-cyber-physical systems. 

 Fig. 2.18 Structural-physical scheme of socio-cyber-physical systems

A variety of devices that can be used in complex information and communication systems (in-
formation and communication systems, ICS) and cyber-physical systems (cyberphysical systems, 
CPS) make it possible to form the concept of a socio-cyber-physical system (CPSS) with SIS. CPSS 
is a set of subjects and objects of the cybernetic, physical and social worlds that allow the forma-
tion of «smart» communities, on the one hand, and intellectual space, on the other. In CPSS, users 
are service consumers, and physical objects in the form of various devices are service providers.

Thus, the formation of socio-cyber-physical systems can be considered as the integration of 
various cyber-physical systems and mobile Internet technologies [1, 2, 47, 59–61]. To ensure 
security in cyber-physical systems and smart technologies, the KNX standard (ISO/IEC 14543) 
is usually used, which provides security services – data confidentiality and integrity [47, 59–61]. 
However, the formation of security is considered only at the level of the cyber-physical system 
separately, and the control system, which is deployed on the basis of cloud technologies, is not  
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taken into account. So, the security system provides only security services within the loop 
of the cyber-physical system, and intruders have the ability to use control commands both to 
and from the cloud. In addition, a significant security problem for cyber-physical systems is the 
use of wireless/mobile data transmission channels between sensors and the switching system 
of cyber-physical systems, as well as the integration of «additional hacking elements» into the 
network infrastructure – the Internet of Things. To ensure security in the post-quantum pe-
riod (the advent of a full-scale quantum computer), the paper [61] proposes the concept of 
security of cyber-physical systems based on two security loops (the internal one is the physical  
mesh/sensor network itself, and the outer loops is the control system that is deployed on the 
basis of cloud technologies). However, this approach does not take into account the integration 
of technologies and does not consider the integration of the three main components of the 
power of the networks themselves. The proposed Security Concept for socio-cyber-physical 
systems not only takes into account the logical and physical structures of the CPSS, but also 
ensures the interaction between the power of certain networks and the technologies that are 
used to form them. Fig. 2.19 shows a block diagram of the Concept of multi-loop security of 
socio-cyber-physical systems.

 Fig. 2.19 Structural scheme of the Concept of multi-loop security  
of socio-cyber-physical systems
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One of the aspects of this Concept is taking into account the interconnections of various 
cyber-physical systems, taking into account property rights, as well as the synergy and hy-
bridity of modern targeted attacks, based on the integration of cyber threats with social engi- 
neering methods.

Fig. 2.20 shows the relationship of such systems, taking into account their forms of ownership 
and targeted threats.

 Fig. 2.20 Structural and logical scheme of threats to socio-cyber-physical  
systems, taking into account the form of power

For a formal description of the Concept, let’s use the approach in [61]: to ensure the security 
of the entire protection system, it is necessary to take into account the threats of the internal  
and external loops for each of the platforms:

– threats of the internal loop, taking into account the hybridity and synergy of threats for  
the 1st platform – social networks:
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1platform
 – synergy of threats to the confidentiality service; Wsynerg
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threats to the integrity service; Wsynerg

SS ISL A
1platform

 – synergy of threats to the availability service; 
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– threats of the internal loop, taking into account the hybridity and synergy of threats for  
the 2nd platform – cyberspace:
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the involvement service.
– threats of the internal loop, taking into account the hybridity and synergy of threats for  

the 3rd platform – cyber-physical systems:
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to the involvement service.
General assessment of threats of the internal loop, taking into account the technologies of  

the socio-cyber-physical system:
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General assessment of threats of the internal loop, taking into account the form of ownership 
of the elements and technologies of the socio-cyber-physical system (Fig. 2.20):
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where WISL
CPSS

private.
 – overall assessment of internal loop threats to the personal property system; 

WISL
CPSS

state
 – overall assessment of threats of the internal loop for the state property system; 

WISL
CPSS

corporativ
 – overall assessment of threats of the internal loop for the corporate property system;

– threats of the external loop, taking into account hybridity and synergy of threats for  
the 1st platform – social networks:
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– threats of the external loop, taking into account hybridity and synergy of threats for  

the 2nd platform – cyberspace:
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– threats of the external loop, taking into account hybridity and synergy of threats for  

the 3rd platform – cyber-physical systems:
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General assessment of threats of the internal loop, taking into account the technologies of  

the socio-cyber-physical system:
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General assessment of threats of the internal loop, taking into account the form of owner- 
ship of the elements and technologies of the socio-cyber-physical system (Fig. 2.20):
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where WESL
CPSS

private.
– overall assessment of internal loop threats to the personal property system;

WESL
CPSS

state
– overall assessment of threats of the internal loop for the state property system;

WESL
CPSS

corporativ
– overall assessment of threats of the internal loop for the corporate proper- 

ty system.
Based on expressions (2.52), (2.60), an assessment of threats in socio-cyber-physical  

systems in the internal and external security loops of the CPSS is formed, and on the basis of 
expressions (2.53), (2.61) – taking into account the forms of ownership (separately). To provide  
a generalized assessment of a multiloop security system, let’s use the formula:
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Each element of information resources I IA Ai
∈{ }  can be described by a vector:
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Тypei – information asset type, described by a set of basic values: Тypei = {CIi, PDi, CDi, 
TSi, StRi, PubIi, ContIi, PIi}, where СIi – confidential information, PDi – payment documents,  
CDi – loan documents, TSi – commercial secret, StRi – statistical reports, PubIi – public information,  
ContIi – control information, PIi – personal data; A A A A Ai
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Inv, , ,  – security services ( Ai
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fidentiality, Ai
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Inv  – involvement); βi – a metric 

of the ratio of time and information confidentiality degree for an asset (critical – 1.0; high – 0.75; 
medium – 0.5; low – 0.25; very low – 0.01).

Then the general (current) level of socio-cyber-physical systems security based on wireless 
mobile technologies is described by the expression:

– for additive convolution:
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– for multiplicative convolution:
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Thus, this approach provides an objective assessment of cyber threats to socio-cyber-physical 
systems, taking into account their hybridity and synergy, as well as possible integration and globa-
lization of technologies and forms of ownership.
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2.8 Development of a method for assessing forecast of social impact in regional 
communities

Achievements in the field of information technology were a prerequisite for the creation of  
a new form of social groups, called «virtual communities», the influence on which can allow achiev-
ing the necessary target states or the reactions of such communities. The virtual community is  
a reflection of the connections, relationships and interactions of people taking place in social life, 
but every day they are more and more regularly transferred to free and boundless cyberspace.

The identification of such communities and groups in the network and the identification of the 
most influential agents will determine the degree and direction of the necessary social influences 
to achieve the goals set.

The integration of CPSS with «virtual communities» greatly influences the tasks of forming both 
political, social and economic worldviews. The latter can be formed on the basis of the influence of 
both state subjects of government, political parties, and informal leaders of the regional community.  
The block diagram of the CPSS is shown in Fig. 2.21.

 Fig. 2.21 Block diagram of the interaction of CPSS elements
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A variety of devices that can be used in integrated information and communication sys-
tems (ICS) and cyberphysical systems (CPS) make it possible to form the concept of a socio-
cyberphysical system (CPSS) with the SIS. CPSS is a set of subjects and objects of the cybernetic, 
physical and social worlds, which make it possible to form «smart» communities, on the one hand, 
and intellectual space, on the other. In CPSS, users are service consumers, and physical entities  
in the form of various devices are service providers [2, 47].

Thus, the integration of the cybernetic, physical and social worlds allows the creation of smart 
communities, that is, those capable of behaving rationally. From a social point of view, smart 
communities can promote social awareness among members using certain social sensors [2, 47].

To study the features of the creation and development of virtual (smart) communities, specia-
lized research organizations have been created. Among them are such as «Communication Institute 
for Online Scholarship», «The UCLA Center for the Study of Online Community», «Association of 
Internet Researchers», «International Society for Mental Health Online», «The Society for Compu-
ters in Psychology» [62]. The results of the work of such organizations are of particular importance 
for structures seeking to establish their presence in the electronic environment, as well as for 
scientists trying to understand the behavior of Internet users. However, despite the fact that such 
studies have been carried out for quite a long time, at the moment the mechanisms and methods 
of purposeful influence on social communities have not been sufficiently developed, which makes  
it possible to judge the prospects of the stated research topic.

Thus, CPSS allow not only to form and develop the functions of a smart community and intellec-
tual space, but also to influence the behavior of communities through the SIS, ensuring the formation 
of a predictable worldview. Assessment of the impact on social groups in the regional community in 
this aspect affects the national security of the state as a whole, which confirms the relevance of 
this area of research. One of the main points in determining the impact on a community and a social 
group is the very selection of this community within the entire social network or society as a whole.

A community is defined as a group of nodes with tighter internal connections than with the rest 
of the network [63]. This intuitive definition has been formalized in several competing ways, usually 
as a quality function that quantifies the quality of a given division of the network into communities. 
The main approaches to isolating a community from a network are shown in Fig. 2.22.

 Fig. 2.22 The main approaches to isolating the community from the network
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The features of each of the methods are discussed below.
Quality functions. In the literature [63, 64], many functions or quality indicators have been  

proposed to reflect the quality of dividing a graph into clusters. Hereinafter, A denotes the adja-
cency matrix of a network or graph, where A(i,j) represents the edge weight or affinity between  
nodes i and j, and V denotes a vertex or a set of nodes of the graph or network.

Normalized section of a vertex group S⊂V defined as:
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where the normalized cut of a group of nodes S – the sum of the weights of the edges that con-
nect S to the rest of the graph, normalized to the total weight of the edges S and the rest of  
the graph S. It is intuitively clear that groups with a low normalized cut are good communities be-
cause they are well connected with each other, but weakly connected with the rest of the graph.

Kernighan-Lin algorithm (KL). A vertex is not considered re-moved if it has already been moved 
in the current iteration. After a vertex has been moved, the increment for its adjacent vertices 
will be updated to reflect the new assignment of vertices to partitions. Although each iteration in 
the original KL algorithm [63] had the complexity O(|E|log|E|), further improved to O(|E|) per 
ite ration using the appropriate data structures. This algorithm can be extended to multiple separate 
sections, enhancing each pair of sections in a multi-user section in the manner described above.

Agglomerative/dividing algorithms [63] start at each node of a social network in its own 
community, and at each stage combine communities that are considered to be reasonably similar.  
This continues until either the desired number of communities is obtained, or the remaining com-
munities are not too dissimilar to further merge. Partitioning algorithms work in reverse; they 
start with the whole network as one community and at each stage they choose a specific com-
munity and split it into two parts. Both types of hierarchical clustering algorithms often output  
a dendrogram, which is a binary tree where the leaves are the nodes of the network and each inner 
node is a community. In the case of dividing algorithms, the parent-child relationship indicates that 
the community represented by the parent node has been split to get the communities represented  
by the child nodes. In the case of agglomerative algorithms, the parent-child relationship in the 
dendrogram indicates that the communities represented by the child nodes have been agglomera-
ted (or merged) to get the community represented by the parent node.

Spectral algorithms belong to the classical methods of clustering and community detection.  
Spectral techniques generally refer to algorithms that assign nodes to communities based  
on eigenvectors of matrices, such as the adjacency matrix of the network itself or other related 
matrices. The upper k eigenvectors define the nesting of the hosts as points in k-dimensional space, 
and then classical data clustering techniques such as K-means clustering can be used to get the 
final assignment of the nodes to the clusters [63]. The main idea behind spectral clustering is  
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that the low-dimensional representation induced by the upper eigenvectors reveals the structure 
of the cluster in the original graph with greater clarity.

Multilevel methods provide a powerful framework for fast and high-quality graph partitioning, 
and in fact they have also been used to solve many other problems [63]. The main idea is to se-
quentially shrink or enlarge the input graph to get a small graph. Then split this small graph and 
sequentially project this split back onto the original graph, refining the split at each step.

Steen van Dongen’s Markov Clustering Algorithm (MCL) clusters graphs by manipulating the 
stochastic matrix or transition probability matrix corresponding to the graph [63]. In what follows, 
the probability of a transition between two nodes is also called stochastic flow. The MCL process 
consists of two operations on stochastic matrices: Expand и Inflate. Expand (M) – it’s just MM,  
and Inflate (M, r) increases each entry in the matrix M to the inflation parameter r (>1 and is  
usually installed as 2) and then re-normalizing the columns to sum to 1. These two operators are ap-
plied alternately iteratively until convergence, starting with the original transition probability matrix.

The considered methods of identifying communities in a social network are quite effective.  
However, they can only be used with a relatively small number of members and networks and 
communities. Scaling these methods to a real social network extremely complicates the processes  
of calculations and identification of communities. In addition to defining the boundaries and par-
ticipants of social communities, it is also necessary to determine the type and nature of social 
influence on the behavior of such communities. The central issue of social influence is understanding 
the relationship between similarities and social connections [65]. Many studies have attempted to 
measure social media influence and correlation from a wide variety of perspectives. Such aspects are 
social similarity and influence; social impact marketing, impact maximization; the model and practice 
of social influence through conformity, compliance and obedience, as well as social influence in vir-
tual worlds. The presence of social influence can be determined using traditional methods.

Homophilia [65] is one of the most fundamental characteristics of social networks. This sug-
gests that the actor on the social network tends to resemble their connected neighbors or «friends».  
This is a natural result, because a given actor’s friends or neighbors on a social network are not  
a random sample from the general population.

Existential Social Impact Test. In [66], the authors try to separate social influence from in-
ternal or interfering variables by proposing a shuffle test and a back edge test. The idea behind 
the random test is that if social influence is not important, the timing of such activation should 
not depend on the duration of the action of other agents. Even though the likelihood of an agent 
activating may depend on his/her friends. Therefore, the data distribution and characteristics will 
not change even if the exact time of occurrence is changed. The idea behind the edge-shifting test 
is that other forms of social correlation (besides social influence) are based only on the following. 
Two friends often share common characteristics or are influenced by the same external variables. 
Thus, changing the margins will not significantly change the score for social correlation. On the  
other hand, social influence extends in the direction indicated by the edges of the graph, and there-
fore changing the direction of the edges should intuitively change the correlation score. 
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Tests models using tag data from Flickr and confirms social influence as a source of correlation 
between the actions of socially connected people [67].

Influence and action. Influence is usually reflected in changing patterns of social action (user 
behavior) on a social network. In the works [67, 68], the problem of studying the degree of influ-
ence on the basis of the user’s historical actions was studied. Other works [69, 70] explore how 
social actions develop in the context of a network and how they are influenced by social influence. 

Influence and interaction. In addition to the attribute and user actions, influence can also be 
reflected in the interactions between users [68]. Usually, online communities contain additional 
information about interaction with users. For example, a Facebook user has a wall page where his/
her friends can post. According to the messages posted on the Wall, it can be concluded which 
friends are close, and which are only acquaintances. Likewise, it is possible to use Twitter followers 
and followers to infer the strength of a relationship.

Maximum impact in viral marketing. Social impact analysis has many practical applications. 
Impact maximization in viral marketing is an example of such an important application [68]. The 
problem is often motivated by identifying leads for marketing purposes. The goal is to minimize 
marketing costs and more generally to maximize profits. For example, a company may want to  
sell a new product through the natural word-of-mouth effect that result from interactions on  
a social network. The goal is to attract a small number of influential users to product adoption and 
subsequently trigger a large cascade of further adoption. To achieve this goal, a measure is needed 
to quantify the intrinsic characteristics of the user (for example, the expected profit from the user) 
and the network value of the user (for example, the expected profit from the users).

Thus, social influence analysis aims to qualitatively and quantitatively measure the influence 
of one person on others. As social media becomes more prevalent in the daily activities of millions  
of people, both research and practical applications on social impact will continue to grow. In addi-
tion, the size of the networks in which the underlying applications are to be used also continues  
to grow over time. Therefore, effective methods of social impact are in demand.

The proposed method for assessing social influence in regional communities is based on matrix 
models of interaction between network agents, taking into account the exposure to the influence 
of various government institutions and organizations, while taking into account the political activity 
of the participants in the process. This approach allows to get a dynamic change in the level of ex-
posure to social influence in a timely manner. And also, to form not only a forecast of the influence 
of agents, but also the interaction of various agents, taking into account their formal and informal 
influences, the use of administrative resources, political moods of the regional society. Thus, the 
final sequence of steps makes it possible to significantly simplify the obtaining of integrated results 
of the political and social situation at the regional level.

Development of models for assessing the impact of formal and informal leaders on 
regional communities

Mathematical models for assessing the susceptibility to social influence of regional communi-
ties from the point of view of attitudes towards political parties can be formally set in matrix form. 
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The influence of elements of state institutions, media and informal leaders, and the regional society 
on the formation of the rating of political forces is set in a similar way.

Let’s introduce into consideration the following sets of elements and their characteristics:
– AA = {AA1, AA2, …, AAk} – set of state institutions of power (formal leaders). For the

convenience of subsequent calculations, let’s represent the set in the form of a one-dimensional 
vector A = (AA1, AA2, …, AAk). For each of the elements, the level of the organizational and state 
hierarchy is determined, which this element occupies. For each of the levels, let’s define the weight 
coefficient l, which takes into account the «power weight» (political weight) of the hierarchical level 
of the elements of state institutions. So, with a four-level model of state structure, the values 
of the weighting coefficient of the level are defined as λi∈{1, 0.75, 0.5, 0.25}. Thus, the higher 
the level of the state hierarchy occupied by this or that element, the more significant its political 
influence on the regional society is supposed to be (begin the numbering of levels from the highest);

– PP = {PP1, PP2, …, PPn} – set of political forces (parties, blocs, movements, political par-
ties), presented as a one-dimensional vector P = (PP1, PP2, …, PPn). Each political force can be 
assigned a weight coefficient reflecting its rating – θi∈[0, 1];

– IL = {IL1, IL2, …, ILl} – set of informal leaders of the regional community, which include: heads
of enterprises, organizations, companies, criminals, cyber intruders, etc., presented as a one- 
dimensional vector;

– MM = {M1, M2, …, Mm} – set of elements of the media (media), which include: mass media
(media, newspapers and magazines of the central and local level). Internet (social networks, media 
resources), television, radio, presented as a one-dimensional vector M = (M1, M2, …, Mm);

– SS = {SS1, SS2, SS3, SS4} – regional community (society), represented by the set of its
age groups (segments of society). The division into age groups is standard for sociology and is 
determined by the following age ranges (in years) (17–30), (31–60), (61–75), (76–90). Each age 
category of a regional society must be matched with two coefficients. The coefficient of political 
activity, which can be considered as involvement in social processes and, therefore, susceptibility 
to social manipulation – ψi∈{0.75, 1, 0.5, 0.25}. And the share of the corresponding age category 
in the total number of persons making up the regional society W = (w1, w2, w3, w4). 

The influence of relevant individuals and organizations (sets AA, PP, IL, MM) on various ca-
tegories of regional society (set SS) can be formally represented by the matrix IMP. Matrix 
size (k+l+m+n)×4, where m – the cardinality of the set MM, l – the cardinality of the set IL,  
k – the cardinality of the set AA, n – the cardinality of the set PP.

As matrix elements are used values μij∈{1, 0.75, 0.5, 0.25}, which are considered as weights 
reflecting the strength of the social influence of elements of state institutions, media and informal 
leaders on the attitude of regional communities towards political parties. Wherein μij can be both 
positive and negative (negative value denotes the negative influence of elements of state institu-
tions, media and informal leaders on the attitude of regional communities towards political parties).

The structural diagram of the interaction between the subjects of the regional society and 
formal and informal leaders is shown in Fig. 2.23.
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 Fig. 2.23 Structural diagram of interaction between the subjects  
of regional society and formal and informal leaders
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television, radio) ММ3

Governor of
the region

Enterprises, companies
(industrial)

IL 1 IL 1

Influencers       Enterprises, companies
(industrial)

IL 2

Enterprises, companies
(industrial, agricultural)

IL 3

IL 2

Media companies
(Internet)

ММ4

InfluencersEnterprises, companies
(agricultural)

IL 4

–IL 4IL 1

–IL 4IL 1

IL 4

Mayor of the city
АА2

Law enforcement
agencies АА3

Council members
district level

Local government
deputies

Сhairman of local
government

АА3

Mayor of the
regional city АА3

 
SS3

17–30 years

31–60 years

61–75 years

76–90 years

SS1

АА1 АА1

Influencers       

IL 3

Level АА3

Level АА4

Law enforcement
agencies АА4АА4АА4

Let’s form influence matrices for various sets that form the basis of the developed models.
Step 1. Let’s form a matrix of distribution of state institutions (formal leaders) by levels of the 

organizational-state hierarchy:
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H
h h

h hk k

=














11 14

1 4

...
... ... ...

...
. (2.66)

The number of matrix rows corresponds to the number of state institutions (formal leaders), 
and the number of columns corresponds to the number of levels of the public administration sys-
tem (in this case, it is assumed to be 4). Element hij is equal to 1 if the state institution i is at the 
level j, and 0 – otherwise. Since it is possible for each institution to be at only one level, then for 
the formed matrix, a system of restrictions can be written:

h i k j

h

ij

ij
j

∈{ } = =

=









=
∑

0 1 1 14

1
1

4

, , , , , ;

.
 (2.67)

It is assumed that for state institutions their political weight (that is, the importance of the 
expressed opinion, point of view) is the greater, the higher the level of the organizational-state 
hierarchy (as a reflection of political weight). Consequently, the previously obtained values of the 
coefficients aij, based on the distribution over the levels of the hierarchy, should be adjusted, and 
will be calculated as follows:

′ = × = = ∈{ }h h i k jij ij j jλ λ, , , , , , . , . , . .1 14 10 75 0 5 0 25  (2.68)

The political weight of the respective institution is determined as follows:

v hi ij
j

= ′
=

∑
1

4

. (2.69)

Formation of the vector of weight coefficients of influence on the regional society of state 
institutions, taking into account their hierarchical level:

η µij i ijv= × . (2.70)

Step 2. After the formation of the value of the political weight of formal leaders, it is possible 
to form a matrix of the influence of the elements of state institutions of power, depending on the 
levels of the hierarchical model of the state:

′′= ′ ×h hij ij ijη .  (2.71)

Similar adjustments to the coefficients of influence of informal leaders and mass media can be 
made for the corresponding sets. However, at this stage of building the model of influence, these 
adjustments will not be performed and can be postponed to later stages of adjusting the model.
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Step 3. Formation of the vector of weight coefficients of political activity of age groups of  
the regional society, taking into account the share of the corresponding age category in the total 
size of the regional society:

σ ψi i iw i= × =, , ,14  (2.72)

where w N Ni i= 0 ,  N0 – total size of the territorial community; Ni – the number of the corre-
sponding age category of the territorial community.

Step 4. Formation of matrices of influence of formal and informal leaders, mass media, me-
dia, political parties on the regional society, taking into account its age structure, will be rep-
resented by the matrix IMP. Matrix dimension (k+l+m+n)0×4, where k, l, m, n were previ-
ously defined as the cardinalities of sets AA, IL, MM, PP. As elements of matrix are used sets  
μij∈{1, 0.75, 0.5, 0.25}. They are considered as the weighting coefficients of the social influence 
of the i-th element of the set of state institutions, media and informal leaders on the attitude of 
the j-th age group of regional communities to political parties. Wherein μij can be both positive  
and negative (negative value denotes the negative influence of elements of state institutions, media 
and informal leaders on the attitude of regional communities towards political parties). Influence 
of elements of the corresponding sets AA, MM, IL and PP on different age groups of the regional 
community are reflected in the corresponding matrices that form a generalized matrix of influence:

– for formal leaders:

AA =
















η η

η η

11 1 4

1 4

, ,

, ,

...
... ... ...

...
;

k k

 (2.73)

– for informal leaders:

IL =
















µ µ

µ µ

11 1 4

1 4

, ,

, ,

...
... ... ...

...
;

l l

 (2.74)

– for the media:

MM =
















ρ ρ

ρ ρ

11 1 4

1 4

, ,

, ,

...
... ... ...

...
;

m m

 (2.75)

– for political parties:

PP =
















θ θ

θ θ

11 1 4

1 4

, ,

, ,

...
... ... ...

...
.

k k

 (2.76)
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A mathematical model for assessing the susceptibility to social influence of elements of state 
institutions, media and informal leaders on regional communities from the point of view of attitudes 
towards political parties is formally set and presented in Fig. 2.24:

IMP AA IL MM PP=    , (2.77)

where the matrix IMP – generalized matrix of the influence of various institutions on the corre-
sponding age groups of the regional community.

 Fig. 2.24 Mathematical model for assessing exposure to social influence

Initial data
AA={AA1, AA2, …, AAk} – set of government institutions;
  i ∈ {1, 0.75, 0.5, 0.25} – government level weighting factor;
PP={PP1, PP2, …, PPn} – set of political forces;
a weighting factor reflecting its rating –   i ∈ [0, 1];
IL={IL1, IL2, …, ILl} – set of informal leaders of the regional society;
MM = {M1, M2, …, Mm} – set of media elements;
SS = {SS1, SS2, SS3, SS4} – regional community (society), with age ranges (in years)
(17–30), (31–60), (61–75), (76–90);
   i ∈ {0.75, 1, 0.5, 0.25} – coefficient of political activity;
  ij ∈ {1, 0.75, 0.5, 0.25} – weight coefficients reflecting the strength of the social
influence of elements of state institutions, media and informal leaders on the attitude
of regional communities towards political parties

Determination of the total intensity of the
influence of the institutional structure: 

Determination of the total intensity of
influence on age groups:

additive convolution: additive convolution:

multiplicative convolution: multiplicative convolution:

N0 – total size of the territorial community; 
Ni – the number of the corresponding age
category of the territorial community

In the range from k+1 to k+l – informal,
ranging from k+l+1 to k+l+m – media,
and ranging from k+l+m to k+l+m+n –
political forces

where

IMP AA IL MM PP,
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Matrix IMP is formed by appending the rows of the next matrix to the existing one. As a re-
sult, will be formed a matrix with the dimension (k+l+m+n)×4. In it, lines in the range from 1 to  
k correspond to formal leaders. 

In the range from k+1 to k+l – informal, ranging from k+l+1 to k+l+m – media, and rang-
ing from k+l+m to k+l+m+n – political forces:

IMP
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IL
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PP

=
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. (2.78)

Thus, the developed mathematical models make it possible, on the basis of an expert assess-
ment, to obtain an objective reflection of the influence of individual CPSS groups, their relation-
ship and influence on the regional society. For the correct assessment of experts, let’s use the  
mathematical apparatus proposed in [71].

Development of a method for assessing the total intensity of the influence of a parti-
cular institutional structure

The method for assessing the total intensity of influence is formed on the basis of a mathemati-
cal model for assessing the susceptibility to social influence of elements of state institutions, media 
and informal leaders on regional communities and the corresponding convolution. The elements of 
the resulting matrix are calculated taking into account the political activity of different age groups:

ρ µ σij ij j= × . (2.79)

Step 5. The calculation of the total intensity of the influence of a particular institutional struc-
ture (formal or informal leader, political party, mass media) can be presented as a convolution by 
row (for all age categories):

– for additive convolution – ω ρi ij
j

=
=

∑
1

4

;

– for multiplicative convolution – ω ρi ij
j

= − −( )
=

∑1 1
1

4

.
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Step 6. Similarly to the 5th step, the calculation of the intensity of social influence on a parti-
cular age group can be performed:

– for additive convolution – τ ρj ij
i

k l m n

=
=

+ + +

∑
1

;

– for multiplicative convolution – τ ρj ij
i

k l m n

= − −( )
=

+ + +

∑1 1
1

.

The structural diagram of the method for assessing the total intensity of the influence of  
a particular institutional structure is shown in Fig. 2.25.

 Fig. 2.25 Block diagram of the method for assessing the total  
intensity of the influence of a particular institutional structure

Influence of elements of the corresponding sets AA, MM, IL and                 PP

Mathematical model for assessing the exposure
to social influence of elements of state institutions

total intensity of institutional
structure influence

total intensity of influence
by age group
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This method allows, on the basis of the proposed mathematical apparatus, to objectively deter-
mine the «formal» and «informal» influence of the respective leaders on the subjects of the regional 
society. The basis for this is the subjective judgments of both the subjects themselves and the 
results of expert assessments, opinion polls, etc.

Development of a method for assessing and predicting the rating of political forces 
based on the mechanism of social influence

Step 7. To build a rating of political parties in the region, based on the attitude of formal and 
informal leaders towards them, as well as the image formed by the media, it is necessary to form 
a matrix for assessing political forces by the listed structures. 

A mathematical model of the influence of a regional society on the formation of the rating of 
political forces is shown in Fig. 2.26 and is formally set:
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 (2.80)

The presented model in Fig. 2.26 allows predicting the rating of political parties in accordance 
with age ranges. This approach, in contrast to the mathematical model for assessing exposure 
to social influence, provides a «feedback» of age groups on the attitude towards party forces.

 Fig. 2.26 Mathematical model, the influence of the regional society  
on the formation of the rating of political forces

Determination of the total intensity of the
influence of the institutional structure:

πi, j  – expert assessments of the attitude of
a particular structure to each of the political
forces

additive convolution:

multiplicative convolution:

  

Initial data
AA={AA1, AA2, …, AAk} – set of government institutions;
  i ∈ {1, 0.75, 0.5, 0.25} – government level weighting factor;
PP={PP1, PP2, …, PPn} – set of political forces;
a weighting factor reflecting its rating –   i ∈ [0, 1];
IL={IL1, IL2, …, ILl} – set of informal leaders of the regional society;
MM = {M1, M2, …, Mm} – set of media elements;
SS = {SS1, SS2, SS3, SS4} – regional community (society), with age ranges (in years)
(17–30), (31–60), (61–75), (76–90);
   i ∈ {0.75, 1, 0.5, 0.25} – coefficient of political activity;
  ij ∈ {1, 0.75, 0.5, 0.25} – weight coefficients reflecting the strength of the social
influence of elements of state institutions, media and informal leaders on the attitude
of regional communities towards political parties
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The matrix is formed on the basis of estimates collected in the form of a table, the number 
of rows of which corresponds to the total number of formal and informal leaders, as well as the 
media (objects influencing the rating), and the number of columns corresponds to the number  
of political forces. Each cell of the table should contain expert assessments of the relationship of  
a particular structure to each of the political forces (Πi, j).

The method for assessing and predicting the rating of political forces based on the mechanism 
of social influence is formed on the basis of the model of the influence of the regional society on the 
formation of the rating of political forces, as well as the corresponding convolutions. 

The total score that forms the rating of a political force is obtained as a convolution of all 
private estimates and, depending on the selected type of convolution, has the form:

– for additive convolution – θ πj ij
i

k l m

=
=

+ +

∑
1

;

– for multiplicative convolution – θ πj ij
i

k l m

= − −( )
=

+ +

∏1 1
1

.

Structural diagram of the method and forecasting the rating of political forces is shown  
in Fig. 2.27.

 Fig. 2.27 Block diagram of the method and forecasting the rating of political force
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Thus, the presented approach allows one to take into account the following components:
– the hierarchical structure of state institutions and their influence on the political outlook  

of certain social age groups;
– electorate and influence of political parties (blocs, movements), taking into account the 

political worldview of certain social age groups;
– influence of informal leaders not only on political parties, but also on certain social age groups;
– the possibility of changing the rating of political parties by influencing certain elements of 

regional / state institutions, informal leaders and/or media.
As an example, that allows to check the performance of the proposed models and methods, 

as well as to discuss the results obtained, let’s consider a conditionally real example. Such an 
example will reflect the order of interaction of the presented structures and their influence on the 
formation of the rating of political parties and the assessment of the strength of political influence 
on the regional society.

Let’s compose the PR matrix. Since all estimates are dimensionless, it makes no sense to apply 
coefficients leading to a dimensionless unit. Also, normalizing factors are not used at this level, 
since they must be taken into account in the impact assessments.

Let’s assume, for definiteness, there are 4 main political forces, 4 formal leaders, reflecting 
different levels of the administrative and state structure, 5 most influential mass media and 3 in-
formal leaders, whose opinion is taken into account by the regional society.

PR =

0 9 0 5 0 7 0 4
0 8 0 4 0 6 0 7
0 6 0 5 0 4 0 7
0 6 0 7 0 5 0 9
0 7 0 4 0

. . . .

. . . .

. . . .

. . . .

. . .. .

. . . .

. . . .

. . . .

. . . .

.

3 0 6
0 5 0 9 0 8 0 7
0 4 0 8 0 5 0 7
0 6 0 7 0 6 0 9
0 9 0 8 0 5 0 6
0 7 0.. . .
. . . .
. . . .

3 0 4 0 9
0 8 0 7 0 4 0 9
0 5 0 8 0 6 0 7









































.

When using additive convolution, let’s obtain estimates for each of the 4 political forces:  
P1 – 8.0; P2 – 7.5; P3 – 6.3; P4 – 8.7. Thus, the rating of political forces is as follows: P4→P1→P2→P1. 

If multiplicative convolution is applied, the rating will be as follows: P4→P1→P2→P1. As can 
be seen, the rating did not change when switching from using additive convolution to multiplicative.

A promising area of further research for constructing a rating of political forces is the use of 
the hierarchy analysis method. This approach will allow, in contrast to the classical method, to use 



2 Methodology for cooperative conflict interaction modeling of security system agents

67

the values obtained within the method to assess the spread of opinions of influencing structures, 
to take into account the weight of various influences on the formation of the rating. In addition, the 
use of the method of analyzing hierarchies will make it possible to get away from the criteria-based 
assessment of each of the political forces. The experts will be asked to give a comparative assess-
ment of the attractiveness of a particular political force in the language of binary relations (i.e., in the  
form of pairwise comparison).

Let there be given a model of the influence of formal and informal leaders, as well as the media 
on the formation of the rating of political parties. On the one hand, it will be interested in the 
contribution of the influence of this or that subject to the general system of forming the rating of  
political forces. On the other hand, there is the proximity (similarity) of the influence of pairs, 
triples, fours, etc. of subjects on the formation of the rating.

To solve these problems, let’s use the method of differentiating models. It should be noted 
that the method was presented to be used as a starting point for a matrix of incidents, contain-
ing as values the elements of zeros and ones, reflecting the existence of a relationship between 
a pair of vertices. Further, it is proposed to use this method in the case when the connections 
between the vertices are weighted, and the weight reflects the corresponding force of influence or  
the assessment of the corresponding object.

As a starting point, let’s use the PR matrix presented earlier.
The intensity of participation of a particular structure in the general system of social influence 

(as an example, the formation of a rating of political forces), let’s use the concept of a frequency 
matrix of relations. The frequency matrix of relations is called a square matrix, where each row 
(column) corresponds to one or another agent influencing the processes under consideration, and 
the values of the elements are determined as follows:

f
i j

ij =
reduced sum of the joint influence of �th and �th subbjects if 

total assessments of �th subject if 

i j

i i j

≠

=




;

.




The frequency relationship matrix can be calculated as PRT×PR→F (where the superscript T 
indicates that the transpose matrix PR is being used).

The constructed frequency matrix of ratios based on the initial data of the experiment is 
presented in Table 2.7.

The frequency matrix of relations is an intermediate result used to derive a derivative of the 
model under consideration by a predicate defined as a set of subjects of influence. The elements of 
the specified matrix are calculated by the formula:

d
f f f f

f

f f f

fij
ii ij jj ij

ij

ii ij jj

ij

=
−( ) + −( )

=
− ⋅ +2

. (2.81)

The matrix of derivatives constructed for example based on the model of the influence of  
the regional society on the formation of the rating of political forces is given in Table 2.8.
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 Table 2.7 Frequency relationship matrix fij for the model of the influence of the regional society on the 
formation of the rating of political forces

subjects j-subject

i-subject 1.71 1.62 1.35 1.60 1.28 1.74 1.39 1.67 1.80 1.42 1.71 1.55

1.62 1.65 1.41 1.69 1.32 1.73 1.43 1.75 1.76 1.55 1.79 1.57

1.35 1.41 1.26 1.54 1.16 1.56 1.33 1.58 1.56 1.36 1.62 1.43

1.60 1.69 1.54 1.91 1.39 1.96 1.68 1.96 1.89 1.64 1.98 1.79

1.28 1.32 1.16 1.39 1.10 1.37 1.17 1.42 1.46 1.27 1.50 1.27

1.74 1.73 1.56 1.96 1.37 2.19 1.81 2.04 1.99 1.57 1.98 1.94

1.39 1.43 1.33 1.68 1.17 1.81 1.54 1.73 1.67 1.35 1.71 1.63

1.67 1.75 1.58 1.96 1.42 2.04 1.73 2.02 1.94 1.68 2.02 1.85

1.80 1.76 1.56 1.89 1.46 1.99 1.67 1.94 2.06 1.61 2.02 1.81

1.42 1.55 1.36 1.64 1.27 1.57 1.35 1.68 1.61 1.55 1.74 1.46

1.71 1.79 1.62 1.98 1.50 1.98 1.71 2.02 2.02 1.74 2.10 1.83

1.55 1.57 1.43 1.79 1.27 1.94 1.63 1.85 1.81 1.46 1.83 1.74

 Table 2.8 Derivative matrix dij for the model of the influence of the regional society on the formation 
of the rating of political forces

subjects j-subject

i-subject 0.000 0.074 0.200 0.263 0.195 0.241 0.338 0.234 0.094 0.296 0.228 0.226

0.074 0.000 0.064 0.107 0.083 0.220 0.231 0.097 0.108 0.065 0.095 0.159

0.200 0.064 0.000 0.058 0.034 0.212 0.105 0.076 0.128 0.066 0.074 0.098

0.263 0.107 0.058 0.000 0.165 0.092 0.054 0.005 0.101 0.110 0.025 0.039

0.195 0.083 0.034 0.165 0.000 0.401 0.256 0.197 0.164 0.087 0.133 0.236

0.241 0.220 0.212 0.092 0.401 0.000 0.061 0.064 0.136 0.382 0.167 0.026

0.338 0.231 0.105 0.054 0.256 0.061 0.000 0.058 0.156 0.289 0.129 0.012

0.234 0.097 0.076 0.005 0.197 0.064 0.058 0.000 0.103 0.125 0.040 0.032

0.094 0.108 0.128 0.101 0.164 0.136 0.156 0.103 0.000 0.242 0.059 0.099

0.296 0.065 0.066 0.110 0.087 0.382 0.289 0.125 0.242 0.000 0.098 0.253

0.228 0.095 0.074 0.025 0.133 0.167 0.129 0.040 0.059 0.098 0.000 0.098

0.226 0.159 0.098 0.039 0.236 0.026 0.012 0.032 0.099 0.253 0.098 0.000

Diagonal in Table 2.8 is zero, which indicates a zero proximity of the influence of each of the 
subjects with oneself. Non-diagonal elements should be interpreted as follows: the greater the 
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value for a pair of subjects, the greater the discrepancy in the degree of influence of the subjects 
determining this value ( ).d dij ji=  The indicated interpretation of the matrix elements makes it pos-
sible to find subjects that have a similar influence on the processes under consideration.

Let’s find the element with the minimum value. This is the element d4,8 = 0.005. This means 
that the 4th and 8th subjects of influence have a similar nature of influence on the processes un-
der consideration. The next most important element will be d7,12 = 0.012. The found pairs can be 
considered as the closest in terms of the nature of the influence and, when building an aggregated 
model of less complexity, can be replaced by one element with the total intensity of the influence.

Thus, the proposed approach makes it possible, when analyzing the influence and formation  
of initial data (weight coefficients), to form an assessment of the influence of a regional society 
on the formation of a rating of political forces. The results obtained can be used to assess the 
influence of both formal and informal leaders in a particular regional society, taking into account 
their weighting coefficients of influence. 

The main limitations of the proposed method is the subjectivity of the expert assessment of 
the weight coefficients, the corresponding communication lines (impact) on the corresponding 
elements of the proposed models for predicting the rating of political forces and the influence of  
a regional society on the formation of the rating of political forces. A further direction of research 
development is the formation of a software package that will automate the process of constructing 
a structural diagram of a regional society, the interaction of both formal and informal connections 
between the elements of the structure, as well as the possibility of analyzing the results offline.




