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Anomayia: Ha cyuwacnomy emani coyianvHi iHmepHem-cepsicu Nepemeopunucs Ha OI€8Ulli IHCMPYMeHm KOMYHIKayil
VUACHUKIG GIPMYANbHUX CRiTbHOM — akmopis. Taxooic coyianvHi iHmepHem-cepsicu 6UKOPUCMOBYIOMbCA O CAMOOP2AHI3ayil
2POMAOSHCLKO20 CYCNIIbCMBA, KOOPOUHAYIL 3 Memol 6niuey Ha NONIMUYHi U CYCRIIbHI npoyecu y oepocasi. Y eunaoky
nowUpenHs 6 COYianbHUuX inmepHem-cepaicax HeOOCMOBIPHO20 KOHMEHMY B0HU NePemeopIolomuCsa HA 0XCepeno 3azpo3
iHghopmayitinii 6esneyi ocobucmocmi, cycninbemaa, oepicasu. Biocymuicme eghekmusHUX MemoouK Us6IeHHs 03HAK 3A2P03
y coyianvHux iHmepHem-cepsicax cmeoproe nepedymosu Oiisi NPoGedeH s IHGOpMayitiHux onepayiil 6 iHmepecax NPosiOHUX
oeporcas ceimy uu 3ayixkasinenux ocio. Ceped 03Hax 3a2po3 ingopmayiinii be3neyi 0epaicasu SUOLICHO OP2aHi3ayiil, 3MICIMOBHI,
MAHInYIAMueHi ma oyinku npoinie ingopmayitinoi besnexu akmopis. Pospobieno memoo oyiHio8aHHsA 03HAK 3a2p03, KU
IPYHMYEMbCS HA IX CKANAPHIU 320pmyi no HeliniuHill cxemi komnpomicig. [lepesazamu memooy € 3aCmocy8aHHAM CYYACHUX
nioxo0ie 00 6UABNEHHA O3HAK IHQOPMAYIUHUX aKYill y COYIANbHUX IHMeEpHem-cepaicax, KOMNPOMIC MiIdC YACMUHHUMU
Kpumepismu i onmumanbHicms ompumanozo piwenns 3a Ilapemo. Ilpogedeno excnepmue oyiHO8aHHs (axisyie y eanysi
iHghopmayiinoi Oe3nexu O 8CMAHOBIEHHA NPIOPUMEMHOCMI 03HAK 3aepo3. Bukonano excnepumenmanvhe 00CHiONCEHHs
3anponoHO8aH020 Memody OYIHIOBAHHSA O3HAK 3A2pO3 HA NPUKIAOi peanvHOi inopmayiunoi axyii. Ompumani pesyrvmamu
3000fCHI 3 BUCHOBKAMU MIJICHAPOOHUX Op2anizayii, wo 00800umsv 1020 Oiesicmb ma egekmuguicms. 3acmocysants
PO3p0OIEH020 Memody Oist (DYHKYIOHYBAHHS cucmemu 3abe3neyeHnHs IHOoOpmayitinoi Oe3neku O0epicasu y COYiaIbHUX
inmepnem-cepgicax 003601umMb A8MOMAMU3YEAMU NPOYEOYPU PAHHLOSO GUABNEHHS 3A2p03, NidsuWuUmMY ii onepamusHicms i
weuUoKooir.

Abstract: At the present stage of social networking services have become an effective tool of communication participants
virtual communities named actors. Also social networking services are used for coordination self-civil society to influence
political and social processes at the country. If social networking services spread unreliable content, they become a source of
threats to information security of the individual, society and state. The absence of effective methods detection of threats at the
social networking services creates conditions for conducting information operations in the interests of leading countries or
stakeholders. Among the signs of threats to information security are selected organizations comprehensive, manipulative and
evaluation of information security profiles of actors. The method of evaluating characteristics of threats based on their scalar
convolution in nonlinear circuit compromise. The advantages of this method are using modern approaches to share
information signs of social networking services, partial compromise between optimality criteria and the resulting solution
Pareto. Experimental study of the proposed evaluation method signs of threats on the example of real information action. The
results concordant with the findings of international organizations prove its efficiency and effectiveness. Application of the
developed method for the functioning of the information security of the state in social networking services will automate
procedures for early detection, increase its efficiency and performance.

Knrouosi cnosa: [nopmariiitna 6e3meka, corianbHi iHTEpHET-CEPBICH, aKTOPH, 3aTPO3H, HEJliHiIfHAa cXxeMa KOMIPOMICiB.

Keywords: Information security, social networking services, actor, threats, non-linear scheme of compromises.

Beryn

CroroaHi comianbHi iHTepHET-cepBicH (CIC) BHKOPHUCTOBYIOTBCS YYaCHHKAMH BipTyalbHHX CHUIBHOT — aKTOpaMu, IUIS
YTBOpPEHHS iHPOPMAIIHHUX 3B S3KIB 3 IHIIMMHU aKTOPaMH, OTIEPaTHBHOTO MOUIMPEHHS BJIACHOTO KOHTEHTY, cCaMOOpraHizamii 3
METOI0 BIUIMBY Ha CYCHIUJIBHI Ta IOJITHYHI mponecu B jaepxkasi [1, 2]. Bucoka nomymspaicts CIC y mpomecax cormianbHOI
KOMYHIKaIlii MOSACHIOETBCA iX MOCTYNHICTIO JUIA TEpEecidHUX KOPUCTYBadiB, HASABHICTIO 3aco0iB opraHizamii y rpymu 3i
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CHIPHUMHM 1HTEpecaMHt, TPAaHCKOPJOHHICTIO TPOIECiB B3aeMoii Tomo. OmHak, mpakTuaHui nocBin Bukopuctanas CIC sk
3aco0y MacoBOi KOMyHiKallii I0Ka3aB, 110 BOHW NEPETBOPHIIMCS Ha Ji€BUIl IHCTPYMEHT NPOBeIeHHs iH(opManiiHuX oneparii
i peanizauii 3arpo3 iH$opmauiiiHiii 6e3mneri 0coOUCTOCTi, CyCNIBLCTBA, IePKaBH.

VY nomnepeaHix AOCTiIKEHHIX [3] BCTAHOBICHO, 1[0 METOK0 TAaKUX 3arp03 MOXKe OyTH BIUIMB Ha MCHXIYHUHN 1 eMOIHUN
craH, cBobony BuOopy aktopiB CIC; nommpeHHs 3aKJIUKIB 0 celapaTH3My, ITOBaJICHHS! KOHCTUTYLIHHOTO Jla/ly, MOPYIICHHS
TEpUTOpiaJIbHOT IIJIICHOCTI; JAMCKpENUTallisl OpraHiB Aep>kKaBHOI Blaay; MiATPUMKa, CYINPOBO/DKEHHS YM aKTHBI3aLlis
3II09UHHOT 200 TEPOPUCTUYHOI MisSUTBHOCTI TOIIO. Y CBOIO Uepry, BeneHHs Pociiicekoro @enepartiero riOpuaHOi BiitHE POTH
YkpalHH TPOJEMOHCTPYBAJIO TOSBY SKICHO HOBHX 1 Ji€BMX TexHOIoOriH iH(opmarmiiiHoro BrumBy Ha aktopiB CIC. Lle
TIPU3BEJIO IO BUHUKHEHHS IIPOTUPIYYs MIXK piBHEM HOBITHIX iH(pOpMaIiitHux TexHoiorii BBy Ha aktopiB CIC i HaykoBHM
0a3mcoM OMLIHKH piBHA 3arpo3 iHpopmarmiiiHii Oesmeni nepkaBu. ToMy BHHHKae HaraibHa motpeba y po3poOieHHI IieBHX
METOZIB OIIHIOBaHHS pIBHA TaKWX 3arpo3 s oprafizamii epeKTHBHOI MPOTHMIIl, AKi OyAyTh MOKIaJAEHI B OCHOBY
(hyHKIiOHYBaHHS cCHCTEMH 3a0e3nedeHHs iHpopmatiitHoi 6e3mexn aepxasu y CIC.

AHaJi3 JiTepaTypHUX JaHUX i HOCTAHOBKA NMPo0JeMH

OcTaHHI JOCTIKeHHS 1 myOikarii [4—7] moka3aiu BiJICYTHICTh 3arajlbHONPHUITHATO] METOAUKH OI[IHFOBAHHS PIBHS 3arpo3
iHpopMmauiiiHiii Oe3meni nepxkasu y CIC. MixnapomHuii m0cBijg eBponelchkux kpaiH [7], 3okpema Jlatsii, Ecromii,
Himewuunw, Itanii, [Tompimni Ta iHITMX MOKa3aB, MO MPOBIIHA POJIb y BUSBICHHI Ta IPOTHIIT 3arpo3aM iHpopManiiHiil Oe3merri
JIep)KaBU HANISKUTh 00’ €IHAHOMY LEHTPY TepelIoBUX TexHoJorii 3 kibepoboporn HATO (NATO Cooperative Cyber Defence
Centre of Excellence) i3 mra6-kBaptuporo y Tammini (Ecrowis). Takox y pamkax MOpOEKTy AKaneMii eIeKTPOHHOTO
ynpasiinas (€GA) Ecronii BukopuctoByeThes rinodanphuit inaekc National Cyber Security Index (NCSI) [8], sikuii ouiHroe
TOTOBHICTh KpaiH 3amoO0IrTH peaiizallii OCHOBHHX 3arpo3 Ta YIPaBILITH IHOAACHTAMH, 3J0YHHAMH 1 BEITHKOMACIITAOHUMHU
kpm3amu. NCS| mpexncraBmse coboro iHCTPYMEHT UIA OLIHKK IOTEHIIANy iH(OpMAaIiifHOI Oe3MeKH 1 3aXOMiB 3aXHCTy
iHpopmanitHoro npocropy. Iagekc NCSI dopmyeThest amms okpemMux KpaiH Ha OCHOBI TaKWX AaHUX [8]: 3arajibHUIA MOKa3HUK
iHpopmamniiiHoi Oe3meku; 0a30Bi MOKA3HUKHM iHPOpPMANiHHOI O€3MeKW; MOKAa3HWKH VIIPABIIHHS IHIWICHTaMHU 1 KpPU3aMU;
MOKa3HUKH MiKHapoaHoro BImBY. CkiaaHicTh 3actocyBaHHs iHaekcy NCS| mis BupilieHHs npoOjeMu OLIHIOBaHHS 3arpo3
iHpopmariiiHii 6e3nemi aepxasu y CIC mossirae y BiICYTHOCTI JOKJIa{HOI METOOJIOTIT OLIHIOBAHHS Y BIIKPUTOMY JOCTYIII,
HEMOJKJIMBOCTI ii OKpPeMOT0 BU/IUICHHS 1 BUKOPHCTAHHS 13 CYKYITHOCTI 1HIINX iHTErpajbHUX MOKa3HHKIB.

VY 3arasibHOMY BUIIaAKY AJsl OL[HIOBAHHS 3arpo3 BUKOPHCTOBYIOThH JIBI TPYNHM METOMIB: KijbkicHi Ta sikicHi [4]. CyTb
KUTBKICHMX METOJIB 3BOAMTHCS 10 PO3PaXyHKY IMOKA3HUKIB HMOBIPHOCTI peaii3allii 3arpo3 Ha OCHOBI ampiopHoi abo
arioctepiopHoi iH(popmaii mpo ix nposiBu [5]. AnocTepiopHi METOAU IPYHTYIOTHCS Ha MOOY/JOBI TICTOTpaM PO3IOALTY MPOSIBIB
O3HaK 3arpo3 i Jactor ix peamnizamii, a rpyna ampiopHHX METOXIB MOJNATA€ B PO3PAXYHKY CTATUCTUYHHX XapaKTEPHUCTHK
MPOIIECiB, SAKi CYMPOBOKYIOTH pealli3allifo TakuxX 3arpo3. HemonikoMm Takoro miIxomy € OOMEKEHICTh 3aCTOCYBaHHS IUIS
OIIHIOBaHHA 3arpo3 iHQopmarmiiiHiii Oe3memi nepxkaBum y CIC, mop’s3aHa 31 CKIAmHICTIO 300py HEoOXimgHOTO 00’eMy
CTaTUCTHYHUX JaHUX 1 popmarizarii o3HaK iHpopMaliiHuX akiiil. AKkicHe OLiHIOBAaHHS PiBHSA 3arpo3 iHpopMamiiHii Oe3meri
Jep)KaBH IPYHTYEThCSI HAa CKCIICPTHHX METoAax [5, 6] 1 3BOOUTHCS MO y3arajdbHEHHA 1 CTATHCTHYHOI OOpOOKH ITyMOK
KBaJi(piKOBaHUX CTemialicTiB mi€l ramysi. OqHaK, 3aCTOCYBaHHS SKCIEPTHOTO OIiHIOBaHHA B 33a4ax BUABICHHS 3arpo3 y CIC
CYTTEBO OOMEXKYETHCS HEOOXIMHICTIO OOpOOKHM BEIUKMX MACHBIB BXIAHUX [aHUX, HU3BKOK IIBUAKOMIEI0 MPOLEAYPU
OLIIHIOBAHHSI, MOTPEOOI0 TiJrOTOBKH BEJIHMKOI KUIBKOCTI BHCOKOKBaTi(DiIKOBAHMX EKCHEPTiB, CYO €KTHUBHICTIO EKCIIEPTHHX
OL[IHOK TOIIIO.

JocnimkeHHs [pkepen 1 rairy3eBuX 3BiTiB [7, 9] cBimyaTh mpo pi3ke 3pocTaHHs KUIBKOCTI 3arpo3 iHpopMaliiHiil 6e3meri
nepxasu y CIC. TlosiBa mpoTHpiu4st MiXk piBHEM Cy4acHHMX 3arpo3 i HAyKOBHM 0a3McOM iX OLIHIOBaHHS, 30KpeMa BiJCYTHICTh
e(eKTUBHUX 1 JIEBUX METOJIIB OILIHIOBaHHS 3arpo3 iHpopMmauiiHii Oe3neui aepxaeu y CIC, nogaTtkoBo akTyaiizye oOpaHuii
HanpsMOK HayKOBHX JOCII/KEHb.

Mera i 3a1a4i KocaifzKeHHs

MerToro craTTi € po3poOJICHHS METOIY OIIHIOBaHHSA O3HAK 3arpo3 Ui MiJBHIICHHS ONEPATHBHOCTI, €(PEKTHBHOCTI Ta
MIBUIIKOIIT CHcTeMU 3a0e3nedeHHs iHpopMarliiiHoi 6e3nexu nepxasu y CIC.

Jnst mocsiTHeHHS ToCTaBIeHOI METH HeOOXITHO PO3B’A3aTH YaCTHHHI 3aj1adi:

y3arajJibHUTH 03HaKH iH(popMariiaux akuii y CIC;

PO3pOOUTH METO/I OLIIHIOBAHHS O3HAK 3arpo3 indopmariiiHiii 0esmerni nepxasu y CIC;

MPOBECTU SKCIEPTHE OLIHIOBAHHS /TSI BCTAHOBJICHHS IPIOPUTETHOCTI O3HAK 3arpo3;

BUKOHATH €KCIIEPUMEHTAJIbHE JIOCIIPKEHHS 3alIPOIIOHOBAHOTO METO/TY OL[IHIOBAaHHS O3HAK 3arpos.

OcHOBHA YacTHHA

Cucremarusariisi npoBefeHHX mociikeHb [10-13], mpucBS4eHHX pPO3POOIEHHIO METOMIB 1 TEXHOJOTIH pPaHHBOTO
BUSIBJICHHS 3arpo3 iHpopMaiiiHiit 6e3neni nepxxasu y CIC npopeMoHcTpyBaa, 10 X XapakTepHUMH 03HAKaMH € HaCTYITHI:

- OpraizaliifHi, sIKi MOB’s3aHi 3 IJILOBUM BHMKOPHCTaHHAM iH(OpMaLiliHUX pecypciB 1 cHenialbHOro IPOrpaMHOro
3abe3nedeHHs. [IposBoM opraHizaliifHUX 03HAK € 3aCTOCYBaHHS COIiaJIbHUX OOTIB JJIsl IOIIMPEHHS 33aHOTO KOHTEHTY,
reHepallii 3B’3KiB 3 IHIIMMHU aKTOpaMH, JI0laBaHHsI KOMEHTapiB, IIITErIB i BIZIMITOK TOIIO;

- 3MICTOBHI O3HAKH, IIPOSIBOM SIKUX € JIECTPYKTHBHUH iH(OpMaliiiHNii BIUIMB Ha aKTOPiB 3aCO0aMH TEKCTOBOT'O KOHTEHTY
CIC. Taxi 03HaKHM 3BOJMTHCS JI0 BUKOPHCTaHHS y (hparMeHTax TeKkcToBoro koHTeHTy CIC Hebe3neuHMX ceMaHTHYHHUX
KOHCTPYKIIH JUIsi CTBOPEHHSI IECTPYKTUBHOTO HAPaTUBY;

- MaHINyJIATHBHI 03HAKH, SIKi € TOKa3HIKOM 3aCTOCYBaHHS IPUXOBAHOTO BIUTUBY Ha akTopiB CIC y TeKCTOBOMY KOHTEHTI 3
METOI0 3MiHM iX HOBEIIHKH, IIiJIel, HaMipiB YW IHIIMX IICHXOJIOTIYHHX XapakTEPUCTHK B iHTepecax Cy0'eKTa BIUTHBY.
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Buseinenns MaHinmy i cycmiisHO0 AyMKoto akTopiB y CIC peaizyeThCsi BHACTIIOK aHAJ3y TEKCTOBOTO KOHTEHTY,
SKUH I'PYHTYETBCSI Ha Cy9aCHUX METoJax 0OpOoOKHM TaHUX — KOHTEHT-aHali31 Ta MallMHHOMY HaBYaHHI;

- ouinka npodins iHpopMauiiHOi Oe3nekn akTopa, M0 NpeJcTaBisie co0ol0 Hablp arperoBaHMX XapaKTepUCTHK Mpogins
aktopa y CIC, siki 103BOJISIIOTH BHU3HAYMTH PIBEHb HOr0 3arpo3M SK MOJJIMBOTO yYacHUKa IH(QOpMAIIMHUX aKIiH,
HANpaBJICHUX MPOTH IHPOPMALIHHOT OE3TEKH 0COOUCTOCTI, CYCIIJIbCTBA, ICPIKABH.

Edexrusnicts BusiieHHs 3arpo3 y CIC cucremoro 3a0e3nedeHHs iHpOpMaliifHol Oe31eKn JepiKaBU JOCITaeThCs 3aBIsTKI
BpaxyBaHHIO MPOSBY O3HAK iH(pOpMamiiHUX akmii. TakuM 4IHOM, 3a/1a4a OILiHIOBAaHHS O3HAK 3arpo3 iHpopmaniiHiil 6e3merti
nepxau y CIC 3BoamThcsi 10 OaraToKpuTepiitHOI omTmMizamii BeKTOpHOTO Kputepiro [14—17]. 3anexHO Bix NpUHIOHUIIIB
OaraTokpuTepiHOI OoNTUMI3aIlil BUAUIAIOTE HACTYIIHI Tpyny MeToniB [17]:

- onTHMi3arii iepapXiqHol MOCIiTOBHOCTI KPUTEPIiB SIKOCTI;

- BH3HAYCHHS MHO)XKMHHU HETIOKPAIlyBaHHX DillICHB;

- Ha OCHOBi KOMIIPOMICY.

Cepen HeNOJNIKIB MEpIIMX JABOX TIPyI METOMIB CJiJ BIAMITUTH CKJIAIHICTh BH3HAUEHHS CTPYKTYpPH i€papxiuHOi
MOCJIIIOBHOCTI YaCTUHHUX KPHUTEpii, CyTTEBY OOMEKEHICTh HEIOKPAIIYBaHUX pillleHb 00JaCTI0 KOMIIPOMICIB TOIIO. Y CBOIO
Yepry, BUKOPHCTaHHS NPUHLUITY CIIPaBEAJIMBOTO KOMIPOMICY, TOKJIAJEHOTO B OCHOBY TPEThOI IpyNU METOJIB, 3a0e3nedye
3HW)KEHHSI SIKOCTI 32 OJHMMH KpPUTEpiSIMH, sSKE€ He IepeBeplLIye IiABUINEHHS SKOCTI 3a IHIIUMHU KpurepisimMu. Tomy
BUKOPHCTAaHHSI METOJIB HAa OCHOBI KoMIIpoMmicy sl BusiBieHHs 3arpo3 y CIC € mepcrneKTHBHUM HampsMKOM JOCIIJUKEHb.
BcranoBneHo, 1m0 cepex TpeThOI TIpynmM METOAIB HENiHIMHA cXeMa KOMIIPOMICIB, 3alpoloHOBaHa NpodecopoM
A. M. BopoHiauM, 3abe3nedye KOMIPOMIC MK YaCTHHHHMH KPHTEPisMH, a OTPHUMaHe pillieHHs € onTHMalbHUM 3a [lapero
[14, 17]. Cepen mepeBar IaHOrO METOAY BHUIUISIOTH OOYHCIIOBAJbHY IPOCTOTY; YHIMOIAJBHICTh CKAIAPHOI 3TOPTKH, IO
3a0e3medye 0HOCKCTPEMANBHICTD 33a]a4i; alalTalliio 10 YMOB MPUUHATTS PIllICHHS.

TakuMm 9HMHOM, 3alPONOHOBAHWI METO]I OLIHIOBAHHs O3HAK 3arpo3 iHdopmariiHii Oe3meni aepxasu y CIC rpyHTyeThCS
Ha HeNiHIAHIN cxeMi kommpomiciB [14, 16] i 3BOOUTECS IO TAKOTO.

Eman 1. Pospaxynox nokasuuka |, na ocnosi mexnonozii euseneunns opeawizayivinux o3nax ingpopmayitinux axyiti y CIC.

Texnonorist [10] 3BoauThCS M0 MOMIYKY MyOmikatiB myOumikamniit i komeHTapiB y CIC, po3paxyHKy MOKa3HHKA YATaOCIBHOCTI
TEKCTOBOTO KOHTEHTY Ta BEJCHHS MIalory 3 aKkTOpaMH, SIKi € aBTOpaMH TaKOro KOHTEHTY. BHCHOBOK Mpo miJecHpsSMOBaHY
inpopmaniiiny akmito 'y CIC, HampaBneHy mpoTH iHpOpMamiiHOI Oe3meku OCOOUCTOCTi, CYCHUIBCTBA, ICPKaBH 3
BUKOPHCTAHHSIM CIIELiaJIbHOTO MPOTPaMHOTO 3a0e3neueHHsI POPMYETHCS HAa OCHOBI BIATIOBIZHOTO y3arajJbHEHOTO MOKAa3HUKA
|, , ikuit mpuiiMae 3HaUEHHS

l,=1'—>B, e B={0;1},n:1. (1)
Eman 2. Busnauenns noxasnuxa |, nasgnocmi decmpykmuenozo ingopmayitinozo ennusy y xoumenmi CIC. BusBneHHs

TaKAX MPUXOBAHUX 1H(QOPMAIIIfHUX BIUIMBIB IPYHTYETBCA Ha METOJI, 3alpOIIOHOBaHOMY y myOumikamii [11] i momsrae B
IHTEJIEKTyalbHOMY TOIIYKY TeKcToBoro koHTeHTy CIC BiAmoOBiIHO O 3aJ@aHOTO0 CEMaHTHYHOIO siApa 3a KpUTepieM
aKTYyaJIbHOCTI, KDUTUYHOCTI Ta PiBHS OOTOBOPEHHS y CyCHUIbCTBI. BiniOpaHuili KOHTEHT Mi[UIsirae CEeMaHTHUYHOMY aHaji3y Ha
OCHOBI OHTOJIOTi 3 BHUKOPHCTaHHSM CHIHATYPHOTO METOJY 1 METO/AY BHSIBICHHsS aHOMalid. Y pe3ynbraTi (opMmyeThCs
BiANIOBiHMH MOKa3HUK |,

I,=1; >B,1e B={0;1}, n=1. ®)

Eman 3. Oyinka npossy |, osnax maminynayiu cycninenoio oymxoro y CIC. PoszpaxyHok nokasHuka |, mpoBomutscs
BIAMOBITHO IO PO3pOOJICHOT METOMKH BHUSIBJICHHS MaHIIYJISALIN CyCHIbHOIO AyMKOIO [12]. Y3aranbHeHHS 4YaCTHHHHUX O3HAK
MaHIMyNsniii BUKOHAHO Ha OCHOBI oWiHKK iH(opManiiiHoi eHtpomii H, konTenTy CIC, TOOTO BCTaHOBIIGHHSA DiBHS
HEBM3HAUEHOCTI I[0JI0 BUKOPHCTaHHS TEXHOJOTIH NMPHXOBAaHOTO BIUIMBY HA aKTOPiB. 3pOCTAaHHS BEIMYMHHU iHGOPMAIiHHOT
enTpomii H, XapakTepusye 3MeHIIECHHS HEBU3HAUECHOCTI, TOMY /IS 3a[adi OLiHKH MPOSBY O3HAK MAHIMYJALiN CyCHiTbHOO 3

nokasHuk |, HaOyBae 3Ha4YeHb

I,=1-H,, Hne[O;l]. 3)
Eman 4. Oyinka npogina ingopmayitinoi 6esnexu axmopa |,. PospaxyHok mnokazHuka |, peanizoBanmii 3

BUKOPHCTaHHSIM METOJY MoOynoBH npodiniB iHpopmariitHoi 6e3nexu akTopis [13]. 3anpornoHoBaHuid METOA IPYHTYETHCS Ha
TEXHOJIOTISIX 1HTENEKTYaJIbHOTO aHajli3y AaHUX, 30KpeMa METo/axX MAIIMHHOTO HaBuaHHs 3 yuuteneM. OmiHka mpodis
indopmaniiinoi 6esnexu |, npuiiMae 3HaYeHHA y 3aJJaHOMY Jiala30Hi

I, €[0:1]. 4)

V3aranpHeHHs o3HaK | j=1,4 3arpo3 indopmauiitHiii Oe3newni ocobucrocti, cycminbera, nepxkasu y CIC Ta ix

j 1
HOPMOBAHUX IIKaJ OIIHKY MOJIaHo B Tabu. 1.
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Taoauus 1 — YacTunHi 03Haku 3arpo3 indopmauiiiniii 6e3neni y CIC

O3HaKu [ITxana omiHKK SIkicHUI TTOKa3HUK PiBHS 3arpO3H
Opranizauiii | 0 BUACYTHA
1 iCHY€
3microBHi |, 0 BULCYTHA
1 iCHY€
0,91-1,00 JIy’K€ BHCOKa
0,75-0,90 BHCOKa
ManinynsatusHi |, 0,50-0,74 3HauHa
0,21-0,49 HU3bKa
0,00-0,20 JIy’K€ HU3bKa
0,70-1,00 JIy’K€ BUCOKHHI
Oninka npodins | 0,50-0,70 BHCOKHIA
iHbopmariiitHoi 6e3nexn akTopa | 0,40-0,50 SHAYHMI
I, 0,20-0,40 JONYCTUMHH
0,00-0,20 HU3bKUN

3 IHUIOI TOYKM 30Dy, MApaMETPH ¢« NPEACTABIAIOTH COOOK0 BaroBi KOEDIL€HTH 3MICTOBHOI perpeciiHoi Monei

KOPUCHOCTI €KCIepTa Ha OCHOBI KOHIEMHINi HemiHifiHOT cxemu kommpomiciB [15]. Tomy Baromi KoedillieHTH 3arpo3
iHpopmauiiiHii 6e3neni y CIC po3paxoByoTh BiIIOBIIHO 10 Bupa3sy [16]

o, = fJ
iT m
=1

. je[Lm],
f

Ae f, — ouiHKa NPIOPUTETHOCTI O3HAKM 3arPO3H, Ky BCTAHOBIIIOE €KCIIEPT.

Jis BCTaHOBIIGHHS 3HAYCHb BAaroBHX KOGQIIIEHTIB MPOBEACHO EKCIEPTHE OMUTYBAaHHA CIIBPOOITHHKIB HAyKOBO-
JIOCIITHOTO BiAAiny iHpopMaliliHOT Ta KibepHETHYHOI Oe3MeKNn HayKOBOTO HEHTPY KUTOMHUPCHKOTO BIHCHKOBOTO 1HCTUTYTY
imeni C. I1. KoposboBa. 3a pesynbraramMu 0OpOOKH JaHMX aHKETyBaHHs BaroBi KoeQillieHTH 0o3HaK 3arpo3 iHpopmariiHii
oesneni y CIC npuiiMaroTh 3Ha4CHHS, MOIaHi B Tad. 2.

Tabuuus 2 — Pe3yJbTaTH eKCIEPTHOTO0 ONUTYBAHHSA

Ominka f, ExcrieptHa omiHka y 6anax Barosi xoedinienn yacTHriix
O3HaK 3arpo3
f, 9 0,31
f, 8 0,28
f 7 0,24
f, 5 0,17
Cyma 29 1

Eman 6. Cranapna 3eopmxa o3znax 3a2po3 | no neninitiniti cxemi xomnpomicie. Bararokpurepiiina 3anaua ouinku (1)—(4)
3BOJUTHCSA IO MOJIEN BEKTOPHOI ONTHMI3allii 3 Pi3HUMH BaroBUMH KoeillieHTaMH O3HAK 3arpo3 iHQopmamiiiHii Oe3meri
nepxasu y CIC [14-16]

m
. . -
I :argrlrlanZ;aj (1—Ii) . (5)
=
JList SIKiCHOT OLIIHKHM 3arpo3 MPOBOIUTHCS HOPMYBAHHS CKaJISPHOI 3TOPTKH (5) 10 MiHIMAIBHOTO 3Ha4YeHHS [16]
1
I =1- ik (6)

OTpuMmaHe 3HA4YEHHS CTaBUTHCA Y BIANOBIAHICTH AKiCHIH mKkami 3arpo3 (tabm. 3), chopmoBaHili Ha OCHOBI OOEpHEHOI
HOPMOBaHOI ()yH/IaMEHTAJIBHOI IIKaJIH, 3a1poroHoBaHoi npodecopom A. M. Boponinnm [14].

Tadauus 3 — SkicHa mkana piBHiB 3arpo3

PiBeHb 3arposu IHTepBaNIbHI 3HAUSHHS IIKAJIN OIIIHOK
icHye 0,71-1,00
BHILUHI CEpeaHBOrO 0,51-0,70
HUXKYUNA CEPETHBOTO 0,31-0,50
BiJICYTHI 0,00-0,30
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3aysaocenns. O3Haxu |, Ta |, mpuiimaroTs Tinbku rpaHuuHi 3HaueHHs 0 abGo 1, 1m0 XapakTepusye BUCOKMH piBEeHb

HanpyxeHocti curyanii 'y CIC. Hanpyxenicts curyanii y CIC BuHUKae npu HaONWKEHHI 3HAYeHb O3HAK 3arpo3
indopmarriiiuiii 6e3reni 1o rpanugHUX [15, 16]

p; =1-1y, p; 6[0;1], je[l;m].
3 METO BHKIIOYCHHs HEOOXiAHOCTI AUTCHHA Ha Hyldb y Bupasi (8) aia 3HaueHp o3uak |, >0,95 weoOXxinHO
BUKOpHCTOBYBaTH Bemuuny |y, =0,95.

3anponoHOBaHUHN METOI OLIHIOBAaHHS O3HAK 3arpo3 y BUTIIAL CTPYKTYPHOI CXeMH OJaHo Ha puc. 1.

VY pesynbrari MOHITOpHHTY iH(pOpManiiiHoro cepenosmmia CIC 3 MmeToro ormiHrOBaHHS 3arpo3 iH(opmariiiaid Oe3merri
JIepKaBH BiIOMPAETHCS TEKCTOBUH KOHTEHT 1 JaHi aKTOPiB, AKi HOTro MOUIHPIOOTh. Takwil TeKCTOBHH KOHTEHT JOCHIKYETHCS
Ha TpeIMeT HasBHOCTI O3HAaK MPOBEJNCHHS iH(GOpMAIiiHOI akuii, JecTPyKTUBHOTO iH(GOPMAIIHOTO BIUIMBY 1 MaHINMyJsmind
CyCHiJIbHOIO JyMKoto. Ha ocHoBi BimiOpanux akkayHTiB aktopiB CIC mpoBoauThes ouiHka iX mnpodimiB iHpopMmamiiHOi
6e3nexu. Excriept micis aHasi3y mpeaMeTHOT 00J1acTi OL[iHIOE TIPIOPUTETHICTh O3HaK 3arpo3 iHdopMariiiHiii Oe3neni aepKaBH,
Ha OCHOBI SIKMX PO3PaxOBYIOTbCS 3HAYEHHS BAaroBUX KoeQiuieHtiB «;. ChopmoBaHHH BEKTOp O3HAaK 3arpo3 |
BUKOPHCTOBYETHCS JUIS CKAJISIPHOI 3rOPTKH IO HEJIHINHIN cxemi komrpomiciB. Ha 3akimodHoMy eTari BUKOHYETBCS Mepexin
BiJ 4MCIIOBUX 3HaYeHb | 10 SAKICHOI IIKaaM OLIHOK PiBHA 3arpo3 indopmaniiiniil 6e3newi aepxasu y CIC. OtpuMani omiHKu
BUKOPUCTOBYIOTBCS JJIsI BHPOOJIEHHS pPEKOMEHAALId IMOI0 TMEepeXoAy BIpTyaldbHOI CIHITBHOTH 1O Oa)XXaHOTO CTaHy
iHpopmaniiinoi 6e3nexn y CIC.

Excnepumenr

JocmimKkeHHs 3aIpOIIOHOBAHOTO METOIY OIIIHFOBAHHS O3HAK 3arpo3 iHpopmamniiHiit 6esneri nepxasu y CIC nmpoBeaeHo Ha
npuknaai peaibHoi iHdopmauiitnoi akuii. ¥ ciuni 2017 poky Himeudymna posmictuia y JIMTBI KOHTHHreHT baranbiioHy
nepenosoro 6azyBannsi HATO y 3B’a3ky 3 mismu Pocii B Ykpaini Ta perioni banrilicekoro mopsi. B motomy 2017 poky uepes
sutoBchki 3MI nommupero iHhopMariiro mpo 3rBanTyBaHHs coianaraMu ByHaecBepy HEMOBHOMITHROI AiBunHu [18, 19].

BWABNEHHSA O3HaK OuiHBaHHA 3arpos
3arpo3s iHcdopmauinHin iHthopMauinHinA
Besneuiy CIC Besneudiy CIC
. S I1 oLy
OpraHizaLljitHi » o «— E
/ 83 5
'\ 2 =
P — £ =
| TeKCToBWHA | Iz 58 o. 3
| KOHTEHT F »  3MICTOBHi » 85 [— =8
| =] = o
CIC Mmoo =
- . (=) = mi] o 4
_ Sz e
) - _ ) |3 '::_1 b= o m ©
( MaHinynATBHI » 02 «— =&
& 2 = 3 Exkcnept
(9 ) ! K ® = @
—, > I T =
o .= jus]
= 5 =]
; - Y| g @ z
( HaHi Npodhink 4 T o @
| AKTOpIBE * HpopMaUiAHOT (&) «— 3
\  CIC |\ \Oe3neku akTopa |
I

OuiHKa piBHA 03HaK
3arpo3u iHgopmaLiiHIA
Deaneyi nepxaen y CIC
Puc. 1 — CTpykTypHa cxeMa MeToAy OLliHIOBaHHS 3arpo3 iHdopmauiiiniii 6e3neni gep:xasu y CIC
[poBemeno aHami3 my6IiKaiiii pociiChKOMOBHOTO CerMEHTy Mikpobory Twitter Ha 3amaHy TeMaTHKy 3 BUKOPHUCTaHHSIM

PO3pO0JIEHNX MiIXOiB O BHUSIBJICHHS 3arpo3 iHpopmaiiiiHiii 6e3meni nepxxabu [10—13]. PesynbraTu HOCTiIKEHb TIOKA3aIH,
IO O3HAKH 3arpO3H NPUIMAOTh TaKi 3Ha4eHHs: oprauizaniifai |, = 0; 3mictoBHi |, =0,95 ; manimynarusHi |, =0,4 ; ominka
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npodins inpopmauiiiroi 6esmexn |, =0,2. CkansipHa 3ropTKa YaCTHHHHMX O3HaK | 1o HemiHiiiHiit cxemi kommpomicis (5)

Ha6yBa€ 3HA4YCHH

. 031 0,28 0,24 0,17
I = + + + =7,42.
1-0 1-0,95 1-0,4 1-0,2

[epexix Bia CKaJSIPHOT 3TOPTKH 10 SIKICHOT IIKAJIM OI[IHKY 3arpo3 BUKOHAHO BiAMOBIAHO 10 BUpasy (6) i Tadiu. 3

| :1—i:0,87,
2

TOMY JTOCTi/KyBaHy iH(pOpMamiiHy aKIlil0o BU3HAUCHO SK iCHYI0UY 3arpo3y iHdopmariitaiii 6e3merni nepxasu y CIC.

AHaii3 TOKa3aB, IO BHCOKHI DPIBEHb 3arpO3W TOSICHIOETHCS HASBHICTIO JECTPYKTUBHOTO iH(GOPMAIIHOTO MOCHIYy Yy
KOHTEHTI, SIKMH TIOIIMPIOBAaBCA y Mikpo6mo3i TWitter, Ta 3acTOCYBaHHSIM MaHIMyJSTHBHUX TEXHOJOTIH Ui MPHXOBAHOTO
BIUIMBY Ha CYCHUIbHY cBigoMmicTh 3 Meroto auckpeamtanii cuim HATO. OneparuBHa peakilisi KOMaHIyBaHHs, OpraHi3arlis
pO3CiigyBaHHS IHIUAEHTY NPAaBOOXOPOHHMMH OpraHaMH, O0’€KTHBHA OLHKAa pPiBHS 3arpo3d i BHCOKHMH PIBEHb CHCTEMH
3abe3nedeHHs iHpopmaniiiHoi Oe3neku JIMTBH 3abe3nmednmny MBHAKY HeWTpamizalito 3arpo3u. Tak, iHAEKC KiOepHETHYHOTO
3axucty NCSI Jluteu y 2017 poui gopiBHIoe 65,15 1 € HallBUIIUM MOKA3HUKOM Cepell iHIUX KpaiH y pedturry [8]. Orxe,
OTpUMaHi pe3ynbTaTd 30DKHI 3 BHCHOBKAMHM MDKHapOJHUX OpraHi3amidd, IO JOBOAWTH Ji€BICTh Ta €(QEKTUBHICTH
3arpoINOHOBAHOTO METOJY OLIHIOBAaHHS O3HAK 3arpo3 iHpopMamiiHii O6e3merni nepxkasu y CIC.

BucHoBknu

Brepiie 3amponoHOBaHO METOJ OIIHIOBAHHS O3HAK 3arpo3 iHdopMamiiHii 6e3neni nepxasu y CIC, axwif IpyHTYEThCA Ha
HEINIHIAHIA cXeMi KOMITPOMICIB 1 BiIpi3HIETHCS BiJ BIIOMHX IiIXOJIB 3aCTOCYBAHHSAM CYYaCHHX METOJIB BHSIBIICHHS O3HAaK
iHpOpMamiHHUX aKWii y BipTyalbHUX CHIIbHOTaX. Po3poOieHHit METOA MOKIAaIeHO B OCHOBY (DYHKIIIOHYBaHHS CHCTEMHU
3abe3nedeHHs iHdopmauiitnoi 6e3nexu aepkasu y CIC, mo J03BOJNMIO aBTOMATH3yBaTH NPOLEAYPH PAHHBOTO BHSBICHHS
3arpo3. TakuM YMHOM JIOCSATAETHCS ONEPATHBHICTH 1 MIBUAKO/IS CUCTEMH 3ade3nedeHHs iHopMmaniiiHol Oe3rneku iepxkaBu y
CIC, o € cporoHi BKpail akTyaJbHUM 3aBIaHHAM Ui Y KpaiHu. HanpsmMok nogaibiux JOCHiIKeHb NOArae y po3po0ieHHi
MOJIEJ CUCTEMH MiATPUMKH MPUUAHSATTS PillieHb 1100 TPOTHIIT 3arpo3aM iHdopmartiiHii 6e3neni aepxkasu y CIC.
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